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Executive Summary

Recent campaigns have showcased the United States military’s ability to leverage algo-
rithmic targeting to prosecute unparalleled volumes of strikes against enemy targets. For
a generation of warfare, positive identification of the enemy was the binding constraint.
This is no longer true.

¢ In a potential war with China over Taiwan, the binding constraint would not be finding
targets but choosing among them.

e The People’s Liberation Army (PLA) would seek to drain allied magazines and tempt
US forces to strike civilian targets, resulting in prominent incidents that rattle finan-
cial markets, disrupt supply chains, and divide the US-led coalition.

e China could flood the target nomination set with low-value, ambiguous, and civilian-
adjacent targets, including maritime militia and merchant hulls that may carry
containerized missiles.

e The United States, Japan, Australia, the Philippines, and Taiwan must agree in advance
on shared procedures for using algorithmic targeting against these kinds of assets.

o The allies need: (1) a shared target taxonomy that ranks targets by value, required
confidence, and escalation sensitivity; (2) allied participation in the development
and fielding of algorithmic and autonomous systems; and (3) preagreed joint con-
trol measures that shrink the ambiguous target set.

e Exclusion zones and notices to mariners are essential tools. The allies should coor-

dinate with neutral-flag states and insurance companies to move compliant civilian
shipping out of harm’s way.
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o These efforts need an institutional home. We propose establishing a standing multi-
national targeting cell at US Pacific Command, an expanded multinational annex to
the Joint Fires Network, and dedicated “red team” injects in joint military exercises
such as Balikatan and Talisman Sabre.

A targeting queue is not a plan. Algorithmic targeting in the Western Pacific will face
acute challenges to both munition supplies and target discrimination. The only available
solution to algorithmic targeting’s selection problem is coordinated allied action.

The United States has entered the era of algorithmic warfare. Algorithmic targeting is
the artificial intelligence-enabled fusion of drone video, radar, signals intelligence, and
friendly-force data to identify targets and recommend strike solutions.! It was central to
the US capacity to strike more than thirteen thousand targets in Iran in thirty-eight days.?
It is also viewed as crucial to deterring and, if necessary, defeating a Chinese attack on
Taiwan.

But the promise of superior targeting conceals a trap. For generations, identifying and
targeting enemy assets to strike has been the key bottleneck in the kill chain in mar-
itime war. Today, the combination of space-based sensing and algorithmic nomina-
tion has effectively removed that bottleneck, at least for the United States.3 But these
technological developments have pushed the bottleneck elsewhere: to munitions
stockpiles and to political tolerance for error. As the Pentagon moves to accelerate
artificial intelligence (Al) fielding under a directed revision of Department of Defense
(War) (DOD) Directive 3000.09 and to expand algorithms’ role in picking targets,
these two bottlenecks become pivotal.*

The first, obvious concern is magazine depth. In any near-term cross-Strait conflict, US
munitions stockpiles would enter hostilities perilously low.® Stocks were already drawn
down to supply Ukraine. Then, the Iran war consumed thousands of critical munitions in
its initial five weeks.® Many of these munitions—particularly air-defense interceptors—
were used wastefully against relatively low-value targets. The Trump administration has
invoked the Defense Production Act of 1950 to reboot missile production. The Pentagon
is pouring tens of billions of dollars into cheap munitions, including drones, to supple-
ment exquisite precision missiles.” But scaling up production of missiles and drones will
take years. US and allied magazines will remain uncomfortably shallow through 2030,
and possibly well into the 2030s.8 By that time, a large share of the allied long-range
precision munitions deployed in the region could even be Japanese, not American.

Simultaneously, each strike would put high-value US and allied platforms at risk. Allied
forces would be outnumbered by their PLA equivalents. A smaller number of allied attack
submarines, bombers, and ground-based launchers would therefore need to achieve
maximum possible effect in the critical early days and hours. Each strike would carry
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risk, exposing the shooter’s location to PLA detection. Even against Iran—which lost its
air and naval power almost immediately in the war—US forces suffered forty-two aircraft
lost or damaged in the first thirty-eight days.® The PLA has far more numerous and sophis-
ticated defenses. Avoiding wasting munitions on low-value targets thus also limits risk to
high-value platforms.

Second, PLA counterintervention architecture is optimized to punish allied algorithmic
abundance and amplify political risk. The People’s Armed Forces Maritime Militia (PAFMM),
a fleet of dual-use, nominally civilian vessels that blurs the line between legitimate mili-
tary targets and noncombatants, is emblematic of the broader challenge.’® The PAFMM
often helps the China Coast Guard assert Beijing's illegal, expansive claims in the South
China Sea. But it also rehearses blockade operations and collects intelligence for con-
ventional PLA naval forces." A web of militia vessels operating hundreds of miles from
China’s coast can deliver over-the-horizon targeting solutions without PLA warships
having to risk exposing their locations by lighting off their radars.

China’s use of these paramilitaries is questionable under international law."? If war
erupts, it poses five challenges to allied algorithmic targeting:

o Camouflage Militia vessels’ perfidious resemblance to civilian fishing boats
injects irreducible overlap between combatant and noncombatant classes.'®

e Decoy Engaging militia vessels burns precious munitions on low-value targets.

¢ Incident risk Attempts to engage risk killing civilian fishermen, and potentially
fleeing refugees, precipitating coalition-fracturing incidents.

o Perception Even accurate, lawful strikes on militia vessels will look like attacks on
civilians.

o Screen If allied forces decline to engage, the militia shields the PLA Navy (PLAN)
and cues targeting against intervening US carrier strike groups and allied naval
forces.

Whether these functions are deliberate is open to debate, and ultimately beside the
point. Algorithmic camouflage and munition depletion do not need to be the product
of deliberate strategy by the PLA. Paramilitaries’ function may simply be to screen
Chinese naval forces and provide targeting intelligence, rather than deliberate perfidy.
But regardless of intent, the strategic vulnerability thousands of indistinguishable militia
vessels exploit in allied targeting guarantees that every allied choice would be wrong in
at least one regard.

The PLA is also pioneering the use of containerized missiles, which can be deployed
off commercial ships.™ In a crisis, China can deploy large numbers of these ships in key

HOOVER INSTITUTION » STANFORD UNIVERSITY



maritime locations, including near allied ports and likely tracks of allied carrier strike
groups.

Allied models must therefore be trained to screen thousands of PRC maritime assets and
identify which ones pose significant threats. This blurring of the line forces allied models
to contend with a precision-recall dilemma. False negatives endanger critical allied plat-
forms; false positives flag actual civilians for attack. Ultimately, allies must accept harsh
trade-offs in model tuning. If included in training data, the irreducible overlap compli-
cates model optimization and setting of decision boundaries; if only encountered after
deployment, it forces artificially high confidence thresholds or triggers catastrophic
misclassifications.

The alliance must also guard against deliberately manufactured incidents.!® China can
try to corrupt allied training data, manipulate data labels, alter platform signatures to
evade detection, or inject backdoors and spoofed inputs to trigger malfunctions on
cue.'® With agentic cyber offense and hardware compromise demanding rapid devel-
opment of agentic defenses and component audits in unmanned systems, an unde-
tected manipulation of the targeting pipeline could cause friendly or civilian vessels
to be classified as hostile."”

If the United States mistakenly strikes civilians at any point in a conflict, the political fall-
out lands on allies first. The Philippines alone supplies a quarter of the world’s mariners.'®
If Filipino seafarers die in US strikes, the result could be a political crisis in Manila, jeop-
ardizing a linchpin of US power projection. One can imagine scenarios where mistaken
strikes lead to political blowback that paralyzes military options. As engineers hunt for
the source of the malfunction, allied governments could face pressure from voters to limit
cooperation with the US military or pause the use of algorithmic targeting altogether.

Finally, strikes against civilian targets could disrupt merchant shipping, breaking supply
chains and triggering a global financial panic. Insurers could withdraw or reprice cover-
age. Even if insurance remained available, commercial shippers might avoid risky areas
for fear of threats to their crews.

In short, in a cross-Strait war, allied forces will never run short of targets. But they

may struggle to identify the right targets to spend scarce munitions on before they
burn through shallow magazines of precision munitions. Additionally, algorithms can
make mistakes—or be deceived. When mistakes are inevitably made, civilians can

be harmed, and the political reactions can be swift and divisive. Attacks on merchant
shipping can also disrupt supply chains and rattle financial markets. The accumulation
of these factors could threaten allied cohesion in a confrontation with China.

Today, there exists no shared mapping from algorithmic confidence to engagement author-
ity that attends to these political risks, whether across allies or even within the US joint
force. The rest of this paper proposes how to build it.
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WHY ALLIED COORDINATION IS THE ANSWER

To use algorithmic targeting effectively, the allies need a shared selection logic, preagreed
with key partners before any war starts. Unilateral targeting prioritization risks missing
decisive targets, duplicating strikes, and harming noncombatants. Australia, Japan,
the Philippines, and Taiwan hold indispensable local knowledge of civilian traffic in the
Western Pacific. US forces can only absorb that knowledge through coordination.

The obvious objection is that allied coordination could add friction to the kill chain. The
value of algorithmic targeting is speed, and coalition deliberation threatens to reintro-
duce friction at precisely the layer that was just liberated.

The answer is to deliberate not during the kill chain but before it, establishing a shared
taxonomy for validating and prioritizing high-value targets. Prioritization should become
a parameter rather than a reason for endless meetings. However, no preagreed scheme
survives contact unchanged. Any allied framework therefore needs a standing revision
mechanism: a multinational targeting cell empowered to reweight priorities and coordi-
nate iterative algorithm improvement as the campaign evolves.

RECOMMENDATIONS

SHARED TARGET-VALUE TAXONOMY

The taxonomy needs three axes:

e Value What does a target contribute to the campaign plan, and what is it worth in
munitions and sortie risk?

e Confidence What level of certainty is required before each class of target may
be engaged—for example, what model score, corroborated by which sensors, with
what qualitative criteria and level of human review? Confidence floors should be
defined independently of any given systems autonomy tier under DOD Directive
3000.09, since platform design indicates nothing about acceptable thresholds of
political risk for allies, and militia-class targets should carry the most demanding
corroboration requirements.”®

o Escalation sensitivity Which targets are politically permissible to strike from, or
within, an ally’s territory?

A notional version of this taxonomy might look like table 1.

The taxonomy needs an institutional home. Ideally, this would be a standing multinational
targeting cell at US Pacific Command. It may also be helpful to establish an expanded
multinational annex to the Joint Fires Network and dedicated red-team injects at the
Balikatan and Talisman Sabre exercises.
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TABLE1 TARGET-VALUE TAXONOMY TABLE

Priority tier

Illustrative targets

Munitions logic

Confidence required

Escalation sensitivity

Tier 1: Kill-chain enablers

Tier 2a: Invasion capacity

Tier 2b: Dual-use invasion
capacity

Tier 3: Sustainment

Tier 4: Militia-class/dual-use

PLAN command-and-control
nodes, ISR and targeting
infrastructure, over-the-
horizon radars

PLAN amphibious lift,
escorts, air-defense pickets

Dual-use roll-on/roll-off
ferries and landing craft®

PLAN fuel and logistics
vessels, transport aviation

PAFMM vessels, suspected
containerized-missile hulls

Exquisite munitions justified

Mix of exquisite and attritable
systems

Mix of exquisite and attritable
systems

Attritable systems preferred

Engage only when directly
participating in hostilities®;
attritable systems only

High; multisource corrobora-
tion; authority predelegated

Moderate; standard positive
identification

High; multisource corrobora-
tion; authority predelegated

Moderate; standard positive
identification

Highest; multiphenome-
nology corroboration plus
in-depth human review

Varies by location; main-
land sites require alliance
preconsultation

Low to moderate within the
Strait

High; civilian ferries likely
to be in operation in close
vicinity

Moderate
Highest; preagreed

allied protocols govern
engagement

* Thomas Shugart and J. Michael Dahm, “CMSI Note 18: Flooding the Zone: The Use of Civilian Landing Craft (LCTs) in PLA Amphibious Operations,” US Naval

War College Digital Commons, January 7, 2026, https://digital-commons.usnwc.edu/cmsi-notes/18/; J. Michael Dahm, China Maritime Report No. 25: More Chinese
Ferry Tales: China’s Use of Civilian Shipping in Military Activities, 2021-2022 (US Naval War College Digital Commons, 2023), https://digital-commons.usnwc.edu/cmsi
-maritime-reports/25; and Conor Kennedy, “CMSI Note #4: Deck Cargo Ships: Another Option for a Cross-Strait Invasion,” US Naval War College Digital Commons,
February 8, 2024, https://digital-commons.usnwc.edu/cmsi-notes/4.

* Department of Defense Law of War Manual (Office of the General Counsel, Department of Defense, 2023), 239-40, https://media.defense.gov/2023/Jul/31
/2003271432/-1/-1/0/DOD-LAW-OF-WAR-MANUAL-JUNE-2015-UPDATED-JULY%202023.PDF; and Nils Melzer, Interpretive Guidance on the Notion of Direct
Participation in Hostilities Under International Humanitarian Law (International Committee of the Red Cross, 2010), 48, 81, https://shop.icrc.org/interpretive
-guidance-on-the-notion-of-direct-participation-in-hostilities-under-international-humanitarian-law.htmI|?___store=en.
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Australia

The Australian Defence Force (ADF) is well positioned to collaborate with US forces on
target-value taxonomy. Data standardization between national militaries has already begun
under AUKUS Pillar Il. The ADF is collaborating with the United States on the Joint Fires
Network, an allied counterpart to the US Maven Smart System-based, all-domain command-
and-control concept.?’ The Joint Fires Network, recently demonstrated during the Valiant
Shield US-Australia exercise, serves as a data aggregation and communication layer
between the ADF and US forces.?' Building out a shared target-value taxonomy from this
baseline is an obvious next step. Given their participation in AUKUS Pillar Il, UK forces
could take part in these efforts as well.

Japan

Japan has further to go in terms of data standardization and interoperability with US forces
than Australia. Still, Japan’s defense modernization and build-out of strike capabilities
presents a substantial value-add for multinational capabilities.?? Japan is acquiring hyper-
sonic and antiship missiles and deepening its investments in unmanned strike systems.23
Japanese surveillance data on PLA exercises around Taiwan and other operations may
also complement US collection to support joint algorithmic development.

The Philippines

The Philippines is unlikely to play a substantial role in allied strike capacity in the near
term. The Philippine Army only stood up its first battalion of land-based missile systems
in October 2025.2* Any allied targeting coordination needs to account for Philippine
shore-based missile assets to mitigate fratricide risk. Even so, allied target-value taxon-
omy would primarily be shared with the Philippine armed forces to provide transparency
into allied decision-making and lessen the likelihood of politically denied freedom of
maneuver.

Taiwan

There is no formal defense integration with Taiwan at the command level where targeting
logics would need to be coordinated. Nor are there trusted networks for targeting-grade
data sharing. It may not be politically feasible to establish these things. The near-term
objective should therefore be doctrinal harmonization with Taiwan to aggregate effects,
not integration.

SEEK ALLIED INPUT ON CIVILIAN HARM MITIGATION

DURING DEVELOPMENT AND FIELDING

Securing allies” and partners’ buy-in to US concepts for algorithmic targeting will require
deliberate, ongoing information sharing. That means clarifying existing access arrange-
ments to require consultation with allies and partners on what assets are deployed where.
There should be allied personnel and civilian harm mitigation and response (CHMR) staff
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at the current Direct Reporting Portfolio Manager for Unmanned Systems and the Defense
Autonomous Warfare Group as well as the proposed Robotic and Autonomous Systems
Combatant Command. While the Pentagon only retained nine civilian harm mitigation
personnel following cuts in 2025, increased staffing recommendations after the US strike
on the Minab primary school in Iran could rebuild US capacity and build linkages with
allied experts.?® Alongside critical past steps such as introducing a civilian environment
layer in Maven Smart System and a dedicated CHMR Al assistant, the United States
should take allied perspectives into account during development, doctrine drafting, and
testing of algorithmic or autonomous targeting.?®

Australia

Australia is well positioned to collaborate with the United States on system develop-
ment, but its legal framework must be considered. Australia’s formal policy on defense
Al mandates legal reviews of new weapons systems under Additional Protocol | to the
Geneva Conventions. These requirements go beyond US regulations. The Australian
Department of Defence’s Defence Science and Technology Group launched its Trusted
Autonomous Systems Defence Cooperative Research Centre in 2018 and has devel-
oped its own incremental, layered “system of control” for the use of force and military
autonomy.?’

Japan

Japan’s guidelines for Al in defense explicitly prohibit autonomous lethal weapons.?® As
written, this is a major potential flash point with evolving US policy and deployed US systems.
To reconcile differences with Japanese doctrine, Washington must explain how it will miti-
gate incidental harm to civilians and friendly forces on Japanese territory. If it can make this
argument persuasively and heed Japanese opinions in shaping bilateral coordination mech-
anisms, over time it might be able to develop a true partnership with Japan on combined
targeting.

The Philippines

Washington should consult Manila and share information on how it would use algorithmic
targeting in and near Philippine territory under the Visiting Forces Agreement.?® Relatedly, it
should help build Philippine institutional capacity to collaborate on algorithmic and auton-
omous capabilities. Roughly 250,000 Philippine citizens live in Taiwan, and many may need
to be evacuated in a contingency.®® A new forward operating base is also being established
in Batanes, in the middle of the Luzon Strait, where maritime evacuation, refugee flows, and
PAFMM efforts to asphyxiate Taiwan would intermingle. Manila therefore has a vote over how
algorithmic targeting is used in this area.

JOINT CONTROL MEASURES

Last, the United States and its allies and partners should predesign control measures
for whenever autonomous capabilities are activated: jointly declared wide-area Maritime
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Exclusion Zones (MEZ) with corresponding Notices to Mariners (NOTMAR), and No-Fly Zones
(NFZ) with Notices to Airmen (NOTAM). These control measures form the allied coordination
complement to the Pentagon’s platform-level constraints requiring that autonomous capabil-
ities be geographically delimited under the pre-revision 3000.09 directive.®' Where 3000.09
imposes system standards, joint control measures clarify how allies are notified, how com-
mercial shipping is steered clear, and how civilians are warned. By declaring these jointly,
allies promote awareness of risk among local populations, and make unfortunate incidents
less likely and less politically complex.

These measures admittedly come with trade-offs. Declaring an exclusion zone when-
ever a system activates telegraphs allied operating areas to the PLA. One partial
solution is to declare exclusion zones broadly and persistently rather than reactively.
Another is to use overlapping or decoy declarations. Still, these are morally, legally,
and politically preferable to using unannounced autonomous engagement zones in
waters thick with civilian traffic.

Control measures should also extend to two key civilian constituencies: flag states and
marine insurers. The merchant hulls that may carry the PLA’s containerized missiles

fly flags of convenience from neutral states such as Panama, Liberia, and the Marshall
Islands. A strike on a Panamanian-flagged vessel is a diplomatic incident with Panama.
Allied planning should consider the value of pre-crisis communications channels with the
major open registries and the International Maritime Organization.

Insurance is another powerful lever for clearing innocent vessels out of spaces where algo-
rithmic targeting is taking place. During the Red Sea crisis ongoing since 2023, the Lloyd’s
Market Association’s Joint War Committee at various times designated maritime spaces

as a war-risk zone. As insurers withdrew or repriced protection-and-indemnity coverage,
commercial shipping periodically had to reroute. In a contingency in the Pacific, allied gov-
ernments could potentially use the insurance market to distinguish friends from foe at sea.
If allied exclusion-zone declarations are coordinated with the insurance market, compliant
civilian traffic may exit risky areas of their own accord, shrinking the ambiguous tail of the
target-nomination set. Unrestricted targeting even in declared exclusion zones can still be
politically self-defeating, as German unrestricted submarine warfare demonstrated in the
First World War.®2 But carriers and merchant captains willing to accept the risks of operating
uninsured in a declared exclusion zone will be few. Insurance signaling, in other words, does
discrimination work that algorithms cannot.

CONCLUSION

The selection problem is ultimately an alliance problem. By exploiting it, the PLA could
defeat allied forces strategically without winning on the battlefield. Solving it does not
mean reincarnating bureaucratic strike complexes. It means a shared taxonomy of value,
confidence, and escalation; collaborative development and fielding; and preagreed control
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measures, extending to flag states and insurers, that shrink the ambiguous battle space
before a shot is fired.

These conversations must happen now, in peacetime, because there will be no
time for them in war. Without them, algorithmic targeting will win battles and lose
the war.
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