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INTRODUCTION

Quantum technologies are transitioning from 
laboratory curiosities to strategic systems. 
Quantum computing, sensing, and communica-
tions are beginning to demonstrate utility outside 
the laboratory. Some are seeing early commer-
cialization and operational testing in defense 
and intelligence contexts. Capital markets have 
turned bullish, driving heavy research and devel-
opment (R&D) investments across the quantum 
supply chain.

The strategic stakes are substantial. Quantum 
computers might eventually break the encryption 
that secures internet commerce, government 
communications, and military systems, and open 
new frontiers in materials science and other 
industrial fields. Quantum sensors promise navi-
gation that cannot be jammed, resource detection 
that penetrates deep underground, and medical 
diagnostics at the molecular level. Quantum com-
munications can—in theory—be perfectly secure 
against eavesdropping.

While quantum technologies have enormous 
potential, they are challenging for policymakers 
to grasp. Each technology is progressing on a 
different timeline, through distinct pathways, and 

with varying implications for economic competi-
tiveness and national security. Prospects for com-
mercialization remain distant for all of the above 
applications. The underlying science is technically 
demanding, sometimes counterintuitive, and often 
occluded by media hype and industry marketing. 
Recent progress on fundamental science has 
been extremely rapid in most areas, but uneven. 
Benchmarks are fragmented and often vendor 
specific. No single approach to quantum comput-
ing hardware has emerged as dominant.

The research landscape spans dozens of coun-
tries, hundreds of companies, and numerous 
research networks. China is both a competitor 
and a collaborator. China’s quantum strategy is 
opaque, but Beijing clearly believes the tech-
nology has significant geopolitical implications. 
If classical computing is any guide, the future of 
quantum technology will be shaped fundamentally 
by geopolitical rivalry.

WHY THIS REPORT IS DIFFERENT

This report provides a comprehensive assess-
ment of where quantum technologies stand today, 
how they are likely to develop, and how they 

ALLIED COORDINATION  ·  APPLIED HISTORY



2    FREYMANN ET AL.  U  THE QUANTUM REVOLUTION 

connect with strategic competition with China. 
It is written for policymakers in allied countries 
without a technical background who would like to 
understand the ecosystem in some depth.

We approach quantum technologies with a his-
torical perspective. We explore comparisons and 
contrasts with classical computing, including in 
areas where analogies to classical computing may 
be misleading. We also use extrapolations from 
recent trends to benchmark how far certain tech-
nologies may be from commercial and military 
use. Whenever possible, we characterize China’s 
quantum strategy using high-quality primary 
sources in the original language.

We look at three distinct but interconnected 
topics:

Quantum computing (QC) exploits quantum 
mechanical properties—superposition, entangle-
ment, interference—to perform calculations that 
are intractable for classical computers. The most 
consequential applications involve (1) simulating 
quantum systems for materials and drug discov-
ery, (2) solving certain optimization problems, 
and (3) breaking current cryptographic proto-
cols. Today’s quantum computers remain small, 
error-prone, and unable to outperform classical 
systems on practical tasks. However, several com-
posite metrics have improved extremely rapidly, 
and early error-corrected scaling is emerging. 
Under aggressive assumptions, fault-tolerant sys-
tems could appear in the 2030s. China’s leading 
expert said in 2025 that he is “hopeful” that China 
can build one by 2035.1 But even a marginal slow-
down in the pace of progress could push back 
this date by many years.

Quantum sensing (QS) uses quantum effects 
to measure time, magnetic fields, gravity, rota-
tion, and other physical quantities with preci-
sion beyond classical limits. Applications range 
from navigation systems that resist spoofing and 

jamming to geological surveys that reveal sub-
surface resources to medical devices that detect 
disease at the cellular level. Unlike quantum com-
puting, quantum sensors are already demonstrat-
ing practical advantages in laboratory settings and 
are beginning to transition to field deployment.

Quantum communications (QComm) aims to 
transmit information in ways that are fundamen-
tally secure against eavesdropping. Current 
quantum key distribution systems can detect sur-
veillance attempts, but they are range limited and 
depend on classical control and authentication 
planes that remain attackable. The long-term goal 
is end-to-end quantum networks, but these will 
require underlying technical advances.

These three quantum technologies are developing 
on different timelines, but they could potentially 
interact in significant ways. We cover them first 
separately and then together.

WHY QUANTUM MATTERS NOW

Three factors make quantum technologies strate-
gically urgent despite their technical immaturity:

1.	 The cryptographic timeline is compressing.   
Quantum computers capable of threat-
ening today’s public-key cryptography 
might emerge in the 2030s, potentially 
before post-quantum cryptography is 
fully deployed.2 Any encrypted data that 
is collected today could be retroactively 
decrypted once sufficiently powerful sys-
tems come online. If this scenario comes 
to pass, the geopolitical and ethical stakes 
will be enormous and the consequences 
wide-ranging.

2.	 Early advantages compound.  In QS, 
first-mover advantages in data collection 
and pipelines can create durable moats. 
Spoofing- and jamming-proof quantum alter-
natives to GPS are on the rise. In computing, 
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dominant platforms can shape interfaces 
and standards for years. In communications, 
early high-assurance links could be decisive 
in crisis scenarios.

3.	 Today’s choices about standard-setting 
have long tails.  In classical comput-
ing, technical standards emerged after 
decades of diffusion. Quantum technology 
is developing during a period of intensify-
ing strategic rivalry. Decisions made now 
on research partnerships, technical stan-
dards, and access models will have lasting 
consequences.

A MULTIPOLAR COMPETITION

Unlike in artificial intelligence, the quantum 
landscape defies simple great-power narratives. 
Leadership varies by domain and remains geo-
graphically distributed.

The United States leads in QC platforms and 
cloud-based access. It has the largest venture 
capital and developer ecosystems, and it leads in 
publications on QC. It is also competing for the 
lead in QS.3

China has mounted the most extensive QComm 
deployments, including satellite-based links 
spanning thousands of kilometers.4 The practical 
security benefits of these networks are debat-
able,5 but China is clearly determined to preserve 
its lead in QComm. China also appears to be run-
ning a strong second on QC6 and is in a three-way 
competition for the lead in QS.

Qubits capture most of the attention in quantum 
computing, but the supporting infrastructure is 
equally important—and far more diverse than 
commonly understood. Enabling technologies 
help bridge the classical and quantum worlds. 
They include cooling systems, control electron-
ics, and software stacks, but also a wider array 
of specialized components: application-specific 

integrated circuits (ASICs) for real-time error 
decoding and control, high-speed spatial light 
modulators, electro-optic and acousto-optic 
devices, nanophotonic systems, and single-
photon detection technologies, including 
electron-multiplying charge-coupled devices 
(EMCCDs), single-photon counting modules 
(SPCMs), and single-photon avalanche diodes 
(SPADs). Many of these components remain at the 
frontier of precision engineering. They represent 
critical bottlenecks and potential choke points, 
making them of interest to governments as well 
as investors. The geographic distribution of these 
capabilities—spanning the United States, the 
UK, Europe, Japan, and other allied nations—will 
shape the strategic landscape as the industry 
matures.

The final section of this report maps these net-
works of dependencies. The key conclusion is 
that the United States must build new coordina-
tion mechanisms to align its quantum strategy 
with those of allies.

A NOTE ON SCOPE AND  

TECHNICAL DETAIL

This report is written for nontechnical policymak-
ers and strategic planners. Three principles guide 
our approach:

1.	 Strategic clarity over technical complete-
ness  We prioritize what policymakers need 
to know to make informed decisions about 
quantum policy. The goal is not a compre-
hensive description of the technology itself.

2.	 Acknowledged uncertainty  We flag points in 
the analysis where simplifications may mask 
important nuances, and where there is no 
expert consensus.

3.	 Directional accuracy  We focus on trends 
and relative comparisons that reflect current 
expert understanding.
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For reasons of space, we omit discussion of 
several notable topics. We do not examine the 
academic research ecosystem in detail. We do 
not discuss quantum algorithms and their mathe-
matical foundations. We simplify some technical 
comparisons between hardware modalities. We 
do not cover quantum machine learning, hybrid 
classical-quantum algorithms, or most software 
infrastructure beyond basic observations. We do 
not consider environmental impacts, including the 
energy consumption of cryogenic systems and 
rare isotope extraction. Finally, we largely bypass 
the ethical implications of quantum computing for 
privacy, surveillance, and information warfare.

THE STRUCTURE OF THIS REPORT

Part 1 introduces the fundamental concepts of 
quantum computing—how it works, why it matters, 
and the technical hurdles to practical utility—
surveying competing hardware approaches and 
the race toward fault tolerance.

Part 2 analyzes performance trends and commer-
cialization prospects. It assesses whether or not a 
Moore’s law–like dynamic is emerging in quantum 
and, if it is, what that implies for timelines.

Part 3 examines quantum sensing and communi-
cations, which are probably closer to commercial 
and military deployment than quantum computing. 
We focus here on near-term applications, espe-
cially navigation, resource detection, and secure 
communications.

Part 4 explores the geopolitical dimensions of 
quantum competition. It maps national strategies, 
collaboration patterns, talent flows, and supply 
chain dependencies. It also explains why coor-
dinating export controls and achieving supply 
chain security may be harder for quantum than for 
semiconductors.



HOOVER INSTITUTION  U  STANFORD UNIVERSITY    5

1: FUNDAMENTALS OF QUANTUM COMPUTING

Quantum computing is advancing rapidly. It 
has the potential to transform a range of high-
impact fields—from materials science and 
biomedical research to cryptography and logis-
tics. But despite technical breakthroughs and 
growing private investment, the field remains 
precommercial. The underlying physics is 
fundamentally different from that of classical 
computing. No single hardware architecture 
has yet emerged as dominant.

QC will not replace classical computers. It may 
outperform them in specific domains, particularly 
in simulating quantum systems, solving certain 
optimization problems, and breaking classical 
encryption protocols. These capabilities are stra-
tegically significant for economic competitiveness 
and national security. However, the path forward 
is uncertain. Competing hardware modalities, 
unresolved engineering bottlenecks, and the 
absence of a standardized platform make it diffi-
cult to predict how—and when—quantum com-
puting will scale. Quantum computers also face 
competition from classical computers, which are 
advancing quickly with help from artificial intelli-
gence (AI). Beyond quantum simulation and cryp-
tography, researchers have struggled to identify 
additional applications where quantum computers 
offer decisive practical advantages, an algorithmic 
challenge that may prove as consequential as the 
engineering hurdles.

FUNDAMENTAL CONCEPTS

Quantum computing is rooted in quantum 
mechanics, the theory that describes how nature 
works at atomic scales. The rules are counter-
intuitive: Systems can exist in multiple states 
simultaneously, they are fundamentally proba-
bilistic, and measurement changes what’s being 
measured. These effects are typically suppressed 

by interference at larger scales but can emerge 
when systems are sufficiently isolated from the 
environment.

At the core of quantum computing are qubits, or 
quantum bits.7 Like classical bits, qubits have two 
possible states—“0” and “1.” But they can also 
exist in a superposition of both states at once.8 
Qubits can also be entangled.9 This means the 
state of one qubit can be mathematically linked 
to another, regardless of the physical distance 
between them. These properties enable a level 
of parallelism that is impossible in classical 
systems.10

Together, the properties of superposition and 
entanglement make quantum computing a fun-
damentally different computational paradigm. 
Classical computers simulate physics using binary 
logic.11 Quantum computers, in principle, compute 
using the same rules that govern the physical sys-
tems themselves.

This allows quantum computers to attack prob-
lems that are computationally infeasible for clas-
sical machines. In particular, QC offers potential 
advantages in simulating complex molecular inter-
actions,12 solving hard optimization problems,13 
searching unstructured datasets,14 and factoring 
large numbers.15 The last of these applications has 
major implications for cryptography.16

Achieving these theoretical advantages in prac-
tice requires overcoming formidable engineering 
and mathematical challenges.17 Today’s quantum 
computers are small, are unstable, and require 
exotic environments such as extreme vacuum or 
near-absolute-zero temperatures to function.18 
However, as the following sections show, progress 
is accelerating. Key breakthroughs in hardware, 
error correction, and system architecture may be 
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within reach—most likely not within the next five 
years, but plausibly within the next decade.

THE ALGORITHM PROBLEM

Beyond the engineering challenges of building 
stable qubits and scaling hardware, quantum 
computing faces a more fundamental uncertainty: 
We do not yet know what most quantum com-
puters will be useful for. Shor’s algorithm for fac-
toring large numbers and quantum simulation of 
molecular systems represent clear use cases with 
transformative potential. But the broader land-
scape of practical applications remains strikingly 
sparse. Since Shor’s 1994 breakthrough, the field 
has struggled to identify additional algorithms 
that offer decisive advantages over classical com-
puting on problems of real-world commercial or 
strategic value. This is not a hardware problem—it 
is a mathematical and conceptual challenge that 
occupies some of the best minds in theoretical 
computer science. Some experts consider it the 
binding constraint on the field’s long-term sig-
nificance. Policymakers should understand that, 
even if fault-tolerant quantum computers arrive 
on schedule, their ultimate impact will depend on 
algorithmic discoveries that cannot be predicted 
or guaranteed.

POTENTIALLY TRANSFORMATIVE 
APPLICATIONS

While today’s quantum computers remain rudi-
mentary, theoretical work and early experiments 
point toward four broad application areas with 
transformative potential: quantum simulation, 
factoring, search, and optimization.

QUANTUM SIMULATION: MODELING 

NATURE WITH NATURE

The most immediate and compelling application 
of quantum computing is simulating quantum 
systems.19

When traditional computers try to simulate how 
molecules interact, they hit a wall: Each additional 
particle doubles or triples the computing power 
needed. Adding just a few more atoms can turn 
a solvable problem into one requiring centuries 
or millennia of calculation. For example, simulat-
ing the nitrogen fixation reaction used in fertil-
izer production would take millions of classical 
CPUs thousands of years (though this number, 
of course, is falling rapidly).20 A modest quantum 
computer, in theory, could perform the same cal-
culation in hours.

This is not merely an industrial efficiency issue; 
it is a geopolitical one. In the first decade of the 
twentieth century, the invention of the Haber-
Bosch process detached nitrate production from 
reliance on Chilean mines. This allowed Germany 
to sustain its munitions production during World 
War I despite naval blockades. In a similar way, 
quantum simulation might eventually help nations 
break dependence on scarce natural resources 
by enabling the synthesis of superior artificial 
alternatives.

This is the original motivation for quantum com-
puting. In 1981, physicist Richard Feynman pro-
posed that to understand quantum systems, we 
must build computers that obey quantum laws.21 
If this vision is realized, it would revolutionize 
materials science, drug discovery, and energy 
systems by enabling precise modeling of molecu-
lar behavior and reaction dynamics.

CRYPTOGRAPHY: THE COMING 

CHALLENGE

Quantum computing also poses a long-term threat 
to public-key cryptography, which underpins 
internet security, financial transactions, and state 
communications. In 1994, mathematician Peter 
Shor proved that quantum computers could break 
large numbers into their prime factors incred-
ibly quickly, turning a problem that would take 
traditional computers billions of years into one 
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solvable in hours.22 This would render today’s 
Rivest–Shamir–Adleman (RSA)–based encryption 
vulnerable.23

TABLE 1  ​QUANTUM COMPUTING SPEEDUP BY APPLICATIONS AND N-COMPLEXITY 
OF THE PROBLEM

Algorithm
Classical 
resources

Quantum 
resources

Quantum 
speedup

Quantum computer 
requirements

Quantum simulation 2N ~ N6 Exponential 100+ qubits,  
millions of gates

Factorization 2N N3 Exponential 200+ qubits,  
millions of gates

Solving linear systems N2 log(N) Exponential Millions of qubits  
and gates

Unstructured search N   N   N Millions of qubits  
and gates

Note: Classical and quantum resources refer to the fundamental elements required to perform computations. Leading 
QCs have at most a few hundred qubits and a few thousand gates. Speedups marked “Exponential” represent the 
clearest cases for quantum advantage. “  N ” speedups (quadratic) are more speculative in practice, as they may not 
overcome the extreme scale and low cost of classical hardware.

Although no quantum computer yet has the 
capacity to run Shor’s algorithm at scale, progress 
in error correction and qubit fidelity is closing the 
gap.24 In response, the US National Institute of 
Standards and Technology (NIST) released new 
post-quantum cryptography standards in 2024.25 
These are designed to resist attacks by quan-
tum systems but are not yet universally adopted. 
Importantly, any encrypted quantum-vulnerable 
data stolen today could retrospectively be 
decrypted in the future once powerful quantum 
machines come online.26

SEARCH AND OPTIMIZATION: 

LIMITED BUT PROMISING

Other quantum algorithms can search through 
unsorted data much faster than traditional 
computers.27 This could speed up database 
searches,28 machine learning,29 and other tasks 

that currently require checking many possibilities 
one by one (see table 1).

In the field of optimization, quantum algorithms 
may eventually outperform classical solvers on 
complex tasks such as financial portfolio man-
agement,30 supply chain scheduling,31 and energy 
grid design.32 However, current quantum hardware 
has not yet demonstrated a decisive advantage 
in real-world optimization scenarios. Meanwhile, 
classical computers, enabled by AI, are getting 
better all the time.

FIRST-MOVER ADVANTAGE 

AND STRATEGIC LOCK-IN

While the above applications are speculative, it is 
possible to imagine how early winners could gain 
compounding advantages. In materials or pharma-
ceuticals, a firm that patents a novel compound 
designed via quantum simulation could potentially 
gain a competitive moat. In defense and intelli-
gence, states that field quantum decryption or 
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secure quantum communication systems ahead of 
rivals could alter the balance of power.

Thus, governments and private firms are investing 
heavily, despite technical and fundamental uncer-
tainty. Although timelines remain long, the race 
to develop quantum technology can therefore 
be understood as a form of long-term strategic 
competition.

HOW QUANTUM COMPUTING 
WORKS

Quantum computing differs from classical com-
puting not just in speed or scale but also in the 
underlying architecture of computation. Below is a 
simplified discussion of how quantum computers 
are built and operated.

QUBITS: THE BUILDING BLOCK

As we have seen, unlike classical bits, qubits can 
also exist in a superposition of both “0” and “1” 
states simultaneously. The properties of super-
position and entanglement allow quantum com-
puters to encode more information and explore 
multiple possible outcomes at once.

Qubits can be made from various physical sys-
tems, including trapped ions,33 superconducting 
circuits,34 semiconductor spins,35 neutral atoms,36 
and photons.37 These systems are all governed by 
quantum physics, but they differ in reliability, cost, 
and scalability (see appendix).

QUANTUM GATES AND CIRCUITS

To perform a computation, a quantum computer 
must manipulate its qubits. This is done through 
quantum gates—precise controls that change 
qubit states, similar to how traditional computers 
use logic gates to process bits.38 A sequence of 
gates forms a quantum circuit, which is analogous 
to a logic circuit in classical computing.

THE CHALLENGE OF DECOHERENCE  

AND ERROR

Qubits suffer from various forms of quantum error, 
including bit flips, phase errors, and cross talk. 
Even the best quantum processors today have 
error rates vastly above what would be acceptable 
in classical computing. One of the key barriers 
is decoherence—the process by which a qubit 
loses its quantum state due to interference from 
its environment. Decoherence is a major barrier 
to the commercialization of quantum computing. 
Qubits must be isolated from noise yet precisely 
controlled. This delicate balancing act often 
requires cryogenic temperatures and vacuum 
chambers.

The technologies that deal with these issues, 
known as quantum error correction (QEC), are 
therefore essential to all quantum computing. 
QEC involves a combination of hardware and soft-
ware tools. The difficulty is that—as readers famil-
iar with Schrödinger’s cat39 may recall—qubits 
cannot be copied or directly inspected without 
destroying their state.40 To solve this problem, 
quantum computers spread information across 
many (hundreds to thousands) imperfect qubits to 
create one reliable “logical” qubit, like using mul-
tiple backup drives to protect important data. The 
quantum properties linking these qubits allow the 
system to spot and fix errors without disrupting 
the calculation.

THE ROAD TO FAULT TOLERANCE

The long-term goal of quantum computing is to 
build fault-tolerant systems: machines that can run 
arbitrarily long quantum algorithms while automat-
ically correcting for physical errors in real time.

Fault-tolerant machines will require extremely low 
error rates and efficient error-correcting codes. 
Most importantly, they will require millions of 
stable physical qubits to encode and operate 
on a relatively small number of logical qubits. 
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Prototypes such as Google’s 2024 Willow chip 
have begun to demonstrate early error-correction 
thresholds.41 However, fault-tolerant quantum 
computing is probably a multidecade engineer-
ing challenge. Until fault tolerance is achieved, 
quantum computing is unlikely to be commercially 
viable for many if not most tasks.

Yet hardware scaling alone is not sufficient. 
Many experts are now confident that Shor-scale 
machines—systems capable of running Shor’s 
algorithm at meaningful scale—will exist within 
a decade. The deeper uncertainty is whether or 
not such machines will be broadly useful. That 
depends on algorithm development, an area 
where progress has been surprisingly limited 
since Shor’s 1994 breakthrough. This distinction—
between building the hardware and discovering 
what to use it for—is critical for policy planning.

COMPETING HARDWARE 
MODALITIES

Unlike classical computing, which coalesced 
around silicon transistors in the 1950s, quantum 
computing is still in the exploratory phase. There 
are several physical systems that can form qubits. 
No consensus has emerged on which modality 
will prove dominant. This uncertainty complicates 
investment and policy planning, but it also drives 
innovation.

Each type of qubit has different strengths and 
weaknesses: how long the qubits last, how accu-
rately they operate, how many you can build, how 
often they fail, and how hard they are to manufacture. 
While many are still in the lab, several have gained 
traction with major firms and research institutions.

No modality currently scales efficiently. However, 
several are advancing quickly (see appendix). 
Superconducting and neutral atom qubits are 
furthest along. Trapped ions, spins in silicon, 
and superconducting cat qubits are emerging 

as serious challengers. At this early stage, it 
seems plausible that any of them could become 
foundational to future quantum systems.

The hardware layer will probably generate the 
most defensible intellectual property, so the out-
come of today’s modality race will largely deter-
mine which of today’s QC companies remain 
competitive tomorrow. The most adaptable firms 
are probably the full-stack players, which com-
bine hardware, software, and control infrastruc-
ture in-house.

ENABLING TECHNOLOGIES 
AND THE QUANTUM STACK

Qubits capture most of the attention in quantum 
computing, but the supporting infrastructure is 
equally important. Enabling technologies such as 
cooling systems, control electronics, and software 
stacks help to bridge the classical and quantum 
worlds. They represent critical bottlenecks and 
are therefore of interest to governments as well 
as investors.

CRYOGENIC SYSTEMS

Most qubit modalities need to operate at tem-
peratures close to absolute zero.42 They therefore 
depend on dilution refrigerators. These custom-
built systems often cost between $500,000 and 
$2.5 million, with annual maintenance in the tens 
of thousands.43 They rely on helium-3, a rare 
isotope that today is sourced mainly from nuclear 
research programs. Helium-3 happens to be abun-
dant on the moon. Commercial fusion reactors 
might also provide an alternative source, if they 
are developed.

CONTROL HARDWARE

Quantum control systems are the interface 
between classical electronics and quantum 
logic. They initialize, manipulate, and read out 
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qubits using microwave pulses, lasers, or elec-
tromagnetic fields. The specific tools vary by 
qubit modality but include custom ASICs, field 
programmable gate arrays (FPGAs), microwave 
generators, precision lasers, spatial light modula-
tors, electro-optic and acousto-optic devices, and 
single-photon detection technologies (EMCCDs, 
SPCMs, SPADs). One can think of them as the 
“nervous system” of a quantum computer, but 
one that must operate with nanosecond precision 
while continuously adapting to quantum behavior.

Today’s control systems are bulky, power hungry, 
and often assembled from off-the-shelf compo-
nents. As systems scale from dozens to thousands 
of qubits, wiring complexity and latency become 
constraints. The critical challenges are speed and 
integration. Quantum error correction requires 
real-time feedback to detect errors, compute cor-
rections, and apply them within microseconds—
faster than qubits lose their quantum state.

Hybrid control systems—which harmonize 
quantum and classical operations by collocating 
processing near quantum hardware—are emerging 
as essential infrastructure. These systems may 
become the standard entry point for interfacing 
high-level quantum algorithms and error-correction 
codes with low-level quantum hardware. These 
systems depend on sophisticated software inte-
gration and rapid round-trip communication with 
high-performance classical processors (includ-
ing graphics processing units [GPUs], FPGAs, or 
ASICs). It is not easy to make the classical and 
quantum layers of the system communicate seam-
lessly, though various companies are working on 
possible solutions.44

ERROR CORRECTION AND DECODING

Quantum error correction (QEC) codes are 
sequences of operations and measurements 
designed to detect and correct errors in quantum 
computers. There are several families of error-
correction codes. The most prominent are surface 

codes45 and quantum low-density parity-check 
(qLDPC) codes.46

Decoding is the crucial process that bridges error 
detection and correction by analyzing errors and 
scheduling operations to fix them. Decoders must 
work faster than errors accumulate across the 
quantum chip. This requires specialized classi-
cal computing hardware and software capable 
of extremely fast and high-throughput process-
ing, tightly integrated with the quantum control 
systems.47 Decoding is a serious bottleneck, 
particularly as quantum computers scale to thou-
sands or millions of qubits. Real-time error cor-
rection will likely involve vast amounts of classical 
computing.48

SOFTWARE AND PROGRAMMING 

LANGUAGES

At the highest layer of the stack is software. This 
is where control hardware, quantum logic, and 
classical processing are integrated into working 
algorithms.49 Quantum computers are hard to 
program. Classical programming models do not 
translate easily into quantum logic.

The current ecosystem is fragmented. Major play-
ers maintain proprietary languages, which are 
tightly bound to specific hardware architectures.50 
These proprietary languages are very useful for 
users, but they can create barriers to interopera-
bility. From a strategic perspective, software mat-
ters less because it is technically hard to design, 
and more because of the potential for network 
effects and lock-in. The history of classical com-
puting shows that foundational software layers 
(UNIX, x86, CUDA, ARM) often generate durable 
competitive advantages through developer eco-
systems and switching costs.

Quantum algorithms must be translated into 
error-corrected operations that work with spe-
cific quantum hardware. This translation—called 
compilation and transpilation—acts as the bridge 
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between abstract quantum programs and physical 
quantum devices.

Today, this process happens mostly within pro-
prietary frameworks developed by individual 
quantum companies. Each platform has its own 
language and toolchain, creating silos that limit 
interoperability. Initiatives such as Microsoft’s 
QIR (Quantum Intermediate Representation) aim 
to create a common interface. This would allow 
engineers to implement compilation steps across 
different platforms and better integrate quantum 
and classical software components.

The deeper technical challenge lies in discov-
ering new quantum algorithms that are superior 
to conventional algorithms for useful tasks. The 
cutting-edge research on quantum algorithms is 
mostly done by mathematicians and academic 
computer scientists at universities. Unlike control 
software, algorithmic breakthroughs cannot be 
engineered on demand—but the greater the con-
centration of technical talent, the greater the pos-
sibility of sudden breakthroughs. This is another 
source of uncertainty for policy planners.

STRATEGIC IMPLICATIONS

Quantum computing holds extraordinary long-
term potential. It may transform industries ranging 
from pharmaceuticals and finance to materials sci-
ence, cryptography, and logistics. But this promise 
is still distant. Despite breakthroughs in hardware 
and theory, quantum computers remain precom-
mercial, and the path to scalable, fault-tolerant 
machines is steep, uncertain, and nonlinear.

The physics is sound. Quantum mechanics 
enables capabilities that classical computers 
cannot replicate. The challenge is engineering 
those principles into reliable systems.

The use cases are compelling but narrow. 
Simulating quantum systems is the most viable 

near-term application, especially in fields such as 
chemistry and materials science. Cryptography 
(code-breaking via Shor’s algorithm) is the other 
clear use case with proven algorithmic foun-
dations. Optimization and search algorithms 
are significantly more speculative. The ceiling 
for quantum computing applications may be 
extremely high. However, this algorithm prob-
lem may prove as consequential as the hard-
ware challenge. Even if fault-tolerant machines 
arrive by the early 2030s, their strategic and 
commercial significance will depend on how far 
researchers can discover applications beyond 
the current limited set.

Hardware is a key bottleneck. No qubit modality 
yet satisfies all the criteria for scalable, fault-
tolerant computing. The race among supercon-
ducting, cat, neutral atom, trapped ion, and spin 
qubits remains wide open. Scaling physical qubit 
count while maintaining reliable control and read-
out remains challenging across all modalities. 
Wiring and cooling limitations particularly con-
strain cryogenic approaches.

The stack is still fragmented. Cryogenics, control 
hardware, and quantum software are evolving 
in parallel—but without standardization or clear 
winners, progress remains uneven. This fragmen-
tation creates opportunities for allied nations to 
establish choke points before the industry con-
solidates. Just as the Netherlands came to domi-
nate advanced lithography through ASML, middle 
powers with specialized capabilities in dilution 
refrigerators, single-photon detectors, or control 
ASICs could lock in durable positions in the future 
quantum supply chain. Allied coordination now—
before a dominant architecture emerges—could 
shape the supply chain geography for decades.

There is no obvious “picks and shovels” play. 
Governments and venture investors that want to 
bet on quantum face difficult choices about where 
to allocate capital. It’s unclear which hardware 
modality or software platform will win. As long as 
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this uncertainty remains, quantum companies’ 
valuations will likely fluctuate wildly based on 
sentiment. Governments that are willing to back 
an array of deep tech plays will have a structural 
advantage, and they may seize control of choke 
points in the QC stack.

The big picture is that QC is not a single race but 
a set of interrelated races. QC will not achieve 
its promise until an ecosystem of codesigned 
hardware, algorithms, and software emerges, 

with seamless integration between quantum and 
classical components. It is easy to imagine how 
the emerging quantum computing ecosystem 
could come to resemble the mature semiconduc-
tor ecosystem, with individual companies building 
broad moats at each layer of the stack.

In the next section, we examine recent trends in 
quantum performance benchmarks and extrapo-
late some more specific lessons about commer-
cialization timelines.
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2: COMPUTING TRENDS

While quantum computing remains experimental 
and precommercial, the fundamental science is 
advancing at an astonishing pace. If recent trends 
are sustained, fault-tolerant machines could 
emerge by the early to mid-2030s, much faster 
than most forecasts assume.51 Skeptics will argue 
that it is unrealistic to expect continued exponen-
tial gains, given the complexity of the ecosystem 
described in part 1.

Today, the best-performing machines still suffer 
from error rates too high for real-world use. 
However, hardware improvements are acceler-
ating. The number of imperfect qubits needed 
to create one reliable qubit is dropping rapidly. 
Meanwhile, qubits are maintaining their quantum 
properties for longer periods before breaking 
down. Quantum volume (QV), the dominant com-
posite performance metric, has improved by a 
factor of ten annually since 2018.

Nevertheless, even if these trends hold, there 
is no guarantee that quantum computers will 
achieve necessary performance thresholds 
within just a few hardware cycles. QV growth can 
obscure stagnation in individual metrics. Over the 
long term, progress across all metrics is indis-
pensable. The challenge for forecasters, govern-
ments, and investors is that no qubit modality 
has emerged as dominant, and benchmarks are 
fragmented and often vendor specific. This makes 
it hard to conduct strategic planning and assess 
who leads and by how much.

Most industry road maps place fault-tolerant 
systems after 2030. In the meantime, classi-
cal systems will probably dominate. Only a few 
well-capitalized quantum computing as a service 
(QCaaS) stack players such as IBM, Google, 
Microsoft, and Amazon currently have the hard-
ware, software, cloud infrastructure, and AI-related 
services to provide QCaaS.52 However, due to the 

wide range of modalities being explored, it is quite 
possible that a smaller company will land first on a 
different, more scalable approach.

Market valuations can mislead nonspecialists 
about the enormous uncertainty around QC’s path 
to commercialization. The sector boomed in 2025, 
alongside a broader surge in valuations for AI and 
crypto assets. Skeptics argue that startups such 
as IonQ and D-Wave that have no clear pathway to 
profitability should not command valuations in the 
billions of dollars. Optimists, however, argue that 
the market is still undervaluing the quantum sector 
as a whole precisely because of the technical and 
commercial uncertainty. Policymakers should 
assume that market valuations will remain volatile.

As with classical computing in the 1950s, the race 
is over intellectual property and strategic leverage 
over the entire stack. Policymakers and investors 
should treat quantum computing not as a specu-
lative long shot but as an emerging technology 
with disruptive potential in specific domains and 
the possibility of far-reaching impact across the 
broader economy by the 2030s.

THE ROAD TO FAULT TOLERANCE

Today’s quantum computers generally have 
between fifty and a few hundred qubits and are 
too error-prone for commercial use, though good 
enough for research and experiments.53

Still, today’s systems are opening the door to 
experimental applications for the first time. 
Physicists, chemists, and materials scientists are 
now using quantum computers to simulate small-
scale quantum interactions that are difficult for 
classical machines to model. They are developing 
new quantum algorithms54 and optimizing protein 
folding.55
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FIGURE 1  Physical qubit count among major hardware players (log scale)
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The dominant industry view is that it is on a long 
road toward fault-tolerant, gate-based digital quan-
tum computers.56 These future systems will theoret-
ically perform arbitrarily long computations without 
errors. (Some alternative paradigms have shown 
commercial promise in narrow contexts. These 
include analog quantum computing57 and quantum 
annealing.58 But scaling has been a challenge.59)

Achieving reliable quantum computing requires 
extremely low error rates—less than one error 
per hundred operations—and using hundreds 
or thousands of imperfect qubits to create each 
trustworthy qubit. For basic chemistry simulations 
and simple code-breaking, quantum computers 
need to reduce errors to less than one in a billion 
operations—a precision comparable to making 
only one typo in a thousand novels.60 However, 
for longer-term applications, including factoring 
2048-bit RSA keys and pharmaceutically rele-
vant quantum chemistry simulations, the logical 
error rate would have to fall by roughly another 
million times.61 A commonly cited benchmark is 
that twenty million noisy physical qubits would be 
needed to break RSA encryption in under eight 
hours using Shor’s algorithm.62

Recent breakthroughs should be understood as 
stepping stones toward this goal. For example, 
IBM’s 2023 Condor chip reached 1,121 physical 
qubits. This was the first superconducting device 
to cross the thousand-qubit mark.63 Yet Condor 
was soon retired because error rates were so high 
that it was unusable for real workloads.

The bottom line is that before quantum com-
puting can be viable for commercial or military 
tasks, exponential progress is needed across 
multiple dimensions, including qubit count (see 
figure 1), coherence time (see figure 2), fidelity, 
connectivity, and error-correction efficiency. No 
single benchmark tells the whole story. But taken 
together, the trend lines are moving in the right 
direction.

TRACKING PERFORMANCE 
TRENDS

In classical computing systems, there are stan-
dardized performance metrics such as floating 
point operations per second (FLOPS) and transis-
tor count. By contrast, quantum performance is 
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multidimensional. It varies by hardware modality, 
application, and error model.

FIGURE 2  Qubit coherence time by modality in seconds (log scale)
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Tracking progress requires synthesizing several 
indicators and understanding their limitations. 
Hardware vendors have incentives to publicize 
benchmarks that highlight their comparative 
advantage rather than provide apples-to-apples 
comparisons (see figures 1 and 2). This makes 
it difficult for investors, governments, or end 
users to evaluate technological maturity across 
platforms.

BENCHMARKING QUANTUM 

PERFORMANCE

As quantum computing matures, the field has 
moved beyond simple qubit counts toward more 
nuanced performance metrics:

•	 Quantum volume captures a system’s overall 
capability by accounting for qubit number, 
gate fidelity, connectivity, and error rates.  
It provides a holistic measure of computa-
tional capacity rather than raw qubit count 
alone.

•	 Circuit layer operations per second (CLOPS) 
measures how fast quantum systems can exe-
cute quantum circuits.

•	 Lambda measures how logical error rates scale 
as systems grow.

•	 Logical qubit count measures the number of 
error-corrected qubits a system maintains.

None of these metrics is individually determina-
tive. A quantum computer with high-quality logical 
qubits, fast execution, and favorable error scaling 
can outperform systems with more physical qubits 
but poor connectivity or deteriorating error rates. 
The key is achieving high-enough performance 
across all these benchmarks.

Quantum volume—a measure of overall system 
performance—has improved tenfold each year 
since 2018 (see figure 3). In May 2025, Quantinuum 
achieved the new QV world record of more than 
eight million with a system consisting of fifty-six 
reliable qubits.64 While not yet good enough for 
commercial use, this achievement represented 
a crucial turning point. It proved that quantum 
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computers can in fact get more reliable as they 
get bigger.

FIGURE 3  Quantum volume records by year (log scale)
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If physical qubit counts continue to grow expo-
nentially, overhead estimates for producing 
logical qubits keep falling at a similar pace, and 
other components of quantum volume, lambda, 
and CLOPS do not stagnate, the field could plau-
sibly reach fault tolerance by the early 2030s. Of 
course, these are three major assumptions.

A MOORE’S LAW FOR QUANTUM?

In classical computing, the steady and predictable 
improvement of hardware performance followed 
a now-famous trajectory: Moore’s law.65 In 1965, 
Gordon Moore observed that the number of tran-
sistors on a chip tended to double every year. 
This observation became a self-fulfilling road map 
for innovation, investment, and policy. It enabled 
six decades of exponential growth in computing 
power and underpinned the digital revolution. 
The central question today is whether a quantum 
analog to Moore’s law is emerging—and if so, what 
that means for commercialization, regulation, and 
national strategy.

From the 1930s through the 1960s, classical digital 
computing experimented with multiple hardware 
approaches—electromechanical relays, vacuum 
tubes, and eventually transistors—alongside new 
memory technologies such as magnetic drums. 
From decade to decade, the price-to-performance 
ratio of computation improved exponentially, but 
progress at the cutting edge moved fitfully. Many 
early forecasts were wildly wrong.66

Only after the industry began coalescing around 
silicon transistors did the exponential curve of 
Moore’s law emerge. Even then, adoption lagged 
behind hardware capability. PCs, the internet, and 
smartphones were all underestimated by forecast-
ers, who failed to grasp the implications of com-
pounding performance and decreasing cost.

A similar fog of uncertainty surrounds quantum 
computing today. QC was first proposed in the 
1970s, but real efforts to build hardware began 
only in the 1990s. There is still no scalable, 
error-tolerant quantum computer, and there is 
no equivalent of the “Bombe” code-breaking 
machine that catalyzed classical computing 
during World War II.
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If progress in quantum computing were to be as 
rapid as in classical computation, several key 
measures would need to improve together at an 
accelerating pace:

•	 Quantum volume (10× annual growth  
since 2018)

•	 Logical qubit count (doubling year over year in 
cutting-edge systems)

•	 Coherence time and gate fidelity  
(improving steadily)

•	 Error-correction efficiency (dramatic declines 
in physical-to-logical overhead)

•	 Integration of control systems and cryogenics 
(still a bottleneck)

The co-constitutive nature of these metrics means 
that looking for a direct parallel to Moore’s law 
in quantum computing is futile. For instance, 
improvements in error-correction code can offset 
lower qubit count or lower fidelity to a certain 
degree. At the same time, unless qubit count 
and fidelity improve in the longer term, better 
error-correction codes alone cannot achieve 
progress in QC. However, incorporating parallel 
technological improvements incrementally—one 
or two per generation—could sustain exponential 
performance growth across several metrics.

That said, the overall ecosystem is maturing fast 
enough to warrant immediate policy attention. 
Google’s Willow chip showed that error-corrected 
qubits can outperform physical ones—and get more 
reliable as systems scale. DeepMind’s AlphaQubit, 
an AI-powered error decoder, has recently demon-
strated that machine learning can accelerate fault 
tolerance by optimizing error-correction rounds.

If these breakthroughs and others like them drive 
sustained exponential gains on key metrics, the 

compounding effects on performance and price 
will be enormous over longer horizons, just as 
they were for classical computing.

COMMERCIALIZATION 
PROSPECTS

If progress continues in the underlying science 
and engineering, the commercialization of quan-
tum computing is likely to proceed in stages. 
In the near term, access will primarily be medi-
ated through cloud-based platforms. Over the 
longer term, as fault-tolerant quantum computers 
are developed, they may deliver services pre-
dominantly via the cloud but could also justify 
on-premises deployment in specialized and 
security-sensitive settings. Below, we consider 
the policy implications.

HOW TO READ THE FORECASTS

Market analysts are producing increasingly aggres
sive forecasts of future value creation from quantum 
computing. McKinsey (2024) projects that quan-
tum computing could generate up to $2 trillion 
in economic value by 2035.67 Boston Consulting 
Group (BCG) estimates as much as $850 billion 
in economic value for end users by 2040.68 Both 
assume that fault-tolerant quantum computers 
arrive well before that point. Publicly available 
corporate road maps from IBM, Quantinuum, and 
Amazon generally converge on the early 2030s for 
fault tolerance (see table 2).

But the hardware may be ready before the market 
is. In the 1990s, the market for personal com-
puters boomed, but it took another decade or 
more before highly profitable consumer and 
commercial internet products were developed. 
Creating a market for quantum-related products 
may require validation, regulatory approval, and 
market integration. It is therefore possible that 
the emergence of a market for quantum-derived 
innovations, such as new molecules, materials, 
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or batteries, may lag by many years behind the 
arrival of sophisticated quantum computers.

TABLE 2  ​COMPANY ROADMAPS

Company Qubit modality Milestone year Physical qubits Logical qubits

IBM Superconducting 2029 NA 200

Pasqal Neutral atoms 2029 10,000 200

PsiQuantum Photonic 2027 1,000,000 NA

Quantinuum Trapped ions 2029 1,000+ 100+

QuEra Neutral atoms 2026 10,000+ 100

Alice & Bob Superconducting 2030 2,000 100

IQM Superconducting 2030 40,000 240–720

FIGURE 4  Quarterly net income of quantum computing companies, in $US millions
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FUNDING DYNAMICS AND THE STATE  

OF THE INDUSTRY

In the context of a general optimism about tech, 
private quantum startups raised capital at a break-
neck pace in 2025. Funding rounds for deep-tech 
firms such as PsiQuantum, Rigetti, IonQ, and QuEra 
have attracted hundreds of millions (billions in the 

case of PsiQuantum) in investment. Yet burn rates 
remain high, and public quantum firms have strug-
gled since their initial public offerings (see figure 4). 
Both IonQ and Rigetti are heavily dependent on 
subsidies, partnerships, and hype-sensitive retail 
investment. Based on current cash burn, some 
firms have only two to six years of runway left with-
out major breakthroughs or acquisitions.

Share prices remain highly vulnerable to sen-
timent and macro conditions. Comments from 
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tech leaders or shifts in interest rates can move 
markets more than new technical milestones. 
This fragility raises questions about how far 
quantum firms will consolidate—and whether the 
industry’s structure will begin to resemble that of 
semiconductors or aerospace, with a few domi-
nant players and heavy state support. The semi-
conductor industry, throughout its history, has 
been through many boom-bust cycles. Frenzies 
of overinvestment have been followed by winters 
of overcapacity in which profits and share prices 
cratered.

In the near term, as discussed above, most 
users will access quantum computers through 
the cloud. QCaaS allows customers to rent time 
on specialized machines, lowering barriers to 
entry and allowing users to avoid the costs of 
owning and operating exotic hardware.69 If QCaaS 
remains the dominant access model for firms 
that lack in-house quantum teams, the market 
dynamics will strongly favor full-stack players that 
can integrate hardware, software, and cloud infra-
structure under one roof. This could be another 
driver of industry consolidation.

COSTS, SCALING, AND CLOUD  

LEVERAGE

QC hardware remains prohibitively expensive. 
Today, estimates suggest that each physical 
qubit in leading labs costs between $2,50070 and 
$10,000.71 A fully fault-tolerant machine could 
require billions of dollars in investment. Cryogenic 
systems, helium-3 supply chains, and control 
electronics add further complexity.

But, as in classical computing, cost curves will 
probably fall with scale. As more logical qubits 
become available and error correction becomes 
more efficient, the cost per reliable computation 
will drop. PsiQuantum is betting heavily on this 
thesis, raising over a billion dollars to build an 
industrial-scale computer with one million physi-
cal qubits.

AI-enhanced quantum control systems may 
also help drive costs down. Their advantage 
lies not just in capital but in vertical integration. 
Companies such as Google, IBM, and Quantinuum 
that are investing heavily in this area hope to 
codesign chips, error correction, cloud infrastruc-
ture, and end-user software. They also have the 
distribution channels and partnerships needed to 
commercialize at scale.

QUANTUM VS. AI, OR QUANTUM AND AI?

Rapid improvements in AI technology intro-
duce additional, dual-sided uncertainty. AI has 
enabled classical computing to make surpris-
ing gains in areas once considered quantum’s 
domain—such as search, optimization, and 
molecular simulation. Algorithms once thought 
to require a quantum advantage are now being 
reimagined with transformer-based architectures 
and differentiable programming. Additionally, 
the price-to-performance ratio of classical com-
putation is falling amid massive investment in 
cutting-edge chips and data centers. As classi-
cal computing progresses, it may raise the bar 
for some use cases of quantum computing. If 
quantum systems are to carve out a commercial 
space of their own, they will eventually need to 
overtake AI in key use cases.

Yet AI could also speed up the development 
of advanced quantum computers. As we have 
seen, many problems remain inherently quantum 
in nature—including factoring large numbers 
or simulating entangled particles. These tasks 
remain out of reach for classical AI. Indeed, the 
two technologies are already converging, as AI 
could improve the entire quantum stack, from 
enabling better quantum error correction (e.g., 
AlphaQubit), to improving the design of quan-
tum hardware, to making algorithms run more 
efficiently.72 The convergence may accelerate 
as investors and governments realize potential 
synergies. However, quantum tools for AI remain 
largely speculative today.
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STRATEGIC IMPLICATIONS

The pace of progress in quantum hardware is 
unmistakably exponential. QV—arguably the best 
composite benchmark—has improved by an order 
of magnitude per year for the past seven years 
running. Physical qubit counts and coherence 
times are also rising exponentially. If these trends 
continue, the field could cross into the fault-
tolerant era by the early 2030s.

We are still far from fault-tolerant quantum com-
puting. No current device outperforms classical 
systems in practical tasks. But error-corrected 
qubits are beginning to scale, and systems such 
as Google’s Willow and Quantinuum’s H2 suggest 
that the leap to utility may not be far off.

There is no dominant hardware modality. The 
industry still resembles classical computing in 
the 1950s: fragmented, exploratory, and modality 
diverse. Yet this also means there is room  
for breakthrough—and room for collapse if  
a modality fails to scale.

Benchmarks are improving very fast. Logical qubit 
overhead is falling, coherence time is rising, and 

QV is growing exponentially. These metrics are 
interdependent. Improvements in one area can 
unlock gains but also obscure stagnation in other 
areas. The lack of standardized metrics makes 
assessing industry progress difficult.

Commercialization will happen via the cloud 
first. Full-stack firms with in-house control over 
hardware, software, and AI integration are best 
positioned to benefit from early-stage demand. 
QCaaS will likely dominate access for years to 
come.

Market valuations will remain extremely volatile. 
If exponential trends slow, public quantum firms 
may face funding shortfalls. But if trends con-
tinue, the inflection point will come faster than 
expected—and early movers could reap vast 
rewards.

Part 3 examines emerging use cases in quan-
tum sensing and communication, where quan-
tum technologies are already showing promise 
in defense, navigation, and secure information 
transfer.
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3: SENSING AND COMMUNICATIONS

Quantum sensing and quantum communications 
are further along the maturity curve than quantum 
computing and already show commercial use. 
QS is the near-term workhorse. It measures time, 
fields, motion, and gravity with exquisite sensitiv-
ity and is moving from lab systems to fieldable 
tools with clear dual-use impact. Military and 
security applications—particularly in positioning, 
navigation, and timing (PNT) without reliance on 
GPS—are a major driver of development, while 
commercial applications are also beginning 
to emerge in parallel. QComm is theoretically 
secure, but today’s deployments are range lim-
ited, costly, and dependent on classical layers 
that remain attackable. The pragmatic hedge is 
post-quantum cryptography (PQC).

QUANTUM SENSING

WHAT IT IS AND WHY IT MATTERS

Quantum sensors use the extreme sensitivity 
of individual atoms to measure things such as 
magnetic fields, gravity, and time with precision 
far beyond traditional instruments. This is the 
oldest branch of quantum technology. First-
generation systems (atomic clocks, magnetic 
resonance imaging [MRI], nuclear magnetic res-
onance [NMR]) have been in service for decades; 
GPS depends on atomic clocks. Second-
generation sensors leverage entanglement and 
related effects across diverse device families. 
Because modern systems are sensor-reliant, 
improvements in sensitivity, long-term stability, 
size/weight/power, and cost translate quickly 
into real-world value.

Among the three quantum technologies, QS has 
the shortest path to commercialization. At high 
precision—up to femtoscale—QS can improve 
mineral exploration, medical equipment, and nav-
igation. Critically, its significance lies not only in 

new markets but also in integration with existing 
infrastructures. For national security, this makes 
QS distinct. While quantum computing and quan-
tum communications represent offensive and 
defensive capabilities in the digital domain, quan-
tum sensing alters the operational landscape of 
existing strategic domains. Applications such as 
resilient navigation for submarines, detection in 
contested environments such as the South China 
Sea, and intelligence uses highlight how QS  
can deliver qualitatively different—and more 
immediate—effects on security and defense.

In short, QS is about moving decision-quality 
measurements out of the lab and into the field. 
Done right, it delivers navigation that survives 
spoofing and jamming, subsurface mapping that 
shortens surveys, and diagnostics that resolve 
signals glossed over by classical instruments.

USE CASES AND CURRENT EVIDENCE

Gravimetry and navigation  Quantum gravi
meters and gravity gradiometers resolve tiny 
density changes underground. Practically, that 
means better seismic monitoring,73 resource dis-
covery,74 subsurface infrastructure mapping,75 and 
space missions that can read the Earth’s gravity 
field with finer detail.76 Commercial systems are 
already deployed for geological surveys, and 
NASA is developing space-based quantum gradi-
ometers for resource discovery.77 Faster, cleaner 
reads of the subsurface change how we plan 
civil works, energy projects, and environmental 
monitoring.

Chemical, biological, and materials 
sensing  Second-generation quantum sensors 
resolve composition and interactions at scales 
that challenge classical methods.78 Portable 
instruments are emerging for pollution monitor-
ing,79 biomedical applications,80 and industrial 
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process control.81 In industrial R&D, quantum 
microscope platforms are used for nanoscale 
characterization. When the measurement is the 
bottleneck, better sensing compresses R&D 
cycles and reduces waste.

Magnetometry  Quantum magnetometers detect 
extremely weak magnetic fields with better sen-
sitivity and size/weight/power than classical 
alternatives.82 Industrialization is underway with 
applications in medical technology,83 mineral 
exploration,84 and battery-health monitoring.85 
Defense applications in submarine detection 
are real but physics-limited in range,86 favoring 
bastion defense over wide-area search, and they 
remain far from being viable.

Positioning, navigation, and timing without 
GPS  Quantum navigation systems combine 
multiple sensors—gravity detectors, magnetic 
field readers, rotation sensors, motion detectors, 
and atomic clocks—to track location and time 
without GPS satellites.87 Anti-GPS attacks have 
risen sharply since 2018, creating economy-wide 
and critical-infrastructure risks.88 Because mea-
surements are internal, quantum PNT is jam- and 
spoof-resistant by design.89 The United States is 
already testing prototypes of such sensors in mil-
itary exercises.90 The key hurdles to commercial 
and military adoption are miniaturization (reduced 
size, weight, power, and cost) and hardening 
the sensors to harsh environments (space, air, 
undersea).

Quantum radar / quantum illumination  Quantum 
illumination uses quantum correlations to improve 
discrimination in noisy environments. Applications 
could include stealth detection and warhead/
decoy separation.91 However, current systems are 
energy intensive, require cryogenics, and face 
range limitations.92 This remains a challenge for 
basic research.

Ecosystem and the AI link  The QS market is  
niche and fragmented. It is dominated by 

university spinouts and European startups across 
gravimetry, precision optics, and industrial inte-
gration. AI is the force multiplier. Quantum sen-
sors generate raw signals; AI turns the data into 
usable information through denoising, correlation 
analysis, and multisensor fusion.93 This conver-
gence is already showing results in biomedical 
scanning,94 earthquake detection,95 and environ-
mental monitoring.96

QUANTUM COMMUNICATIONS

A fault-tolerant quantum computer running 
Shor-class algorithms threatens RSA-2048. 
Resource estimates continue to drift down-
ward (see figure 5), with some analyses sug-
gesting fewer than one million physical qubits 
could factor RSA-2048 in under a week.97 A 
March 2026 study estimates that this could be 
achieved with as few as ten thousand reconfigu-
rable atomic qubits.98 Forecasts vary widely, but 
the prudent posture is to hedge. If fast scenarios 
materialize, secrets encrypted today become 
readable tomorrow.

Quantum key distribution relies on a fundamental 
principle: Any attempt to intercept and read quan-
tum information unavoidably changes it, making 
eavesdropping detectable—like a tamper-evident 
seal that cannot be resealed.99

But there are still significant limits to this tech-
nology.100 Practical fiber links are short—tens to 
hundreds of kilometers—before loss dominates. 
To send quantum-secured messages over long 
distances, current systems use relay stations 
that must decrypt and reencrypt the data using 
traditional methods—creating vulnerable points 
where hackers could potentially intercept infor-
mation.101 Even in “quantum” networks, the con-
trol, authentication, and management planes 
remain classical and therefore vulnerable.102 
These networks are also expensive and complex 
to operate.
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FIGURE 5  Estimated number of physical qubits to run Shor’s algorithm versus year of publication
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Satellites extend range but introduce weather103 
and denial vulnerabilities. China’s satellite 
demonstrations show that long-baseline quan-
tum key distribution (QKD) is possible,104 but 
so far only very small amounts of data can be 
transmitted.105 Quantum repeaters could elimi-
nate the need for trusted nodes. Implementing 
quantum repeaters requires neutral atom or 
ion systems that function essentially as small 
quantum computers at each relay point. But this 
capability remains expensive and technically 
demanding.106

The longer-run target is transmitting quantum 
states end to end. A true quantum network could 
provide complete information security with auto-
matic intrusion detection and protect metadata.107 
It could also pool distributed quantum computing 
resources and enable distributed quantum sens-
ing. However, practical networks require depend-
able entanglement distribution and working 
quantum memories. The first state to field oper-
ational end-to-end networks would gain material 
advantages.

In the near term, classical cryptography is the 
practical hedge (see table 3). Four PQC algorithms 
were selected in 2024–2025.108 The US federal 
migration target is 2035,109 with an estimated cost 
of $7 billion.110 Longer symmetric keys provide low-
cost interim hardening. Over the very long run, if 
end-to-end quantum networks are realized, they 
may be the only foolproof solution to quantum 
decryption. Until then, PQC is the scalable path.

STRATEGIC IMPLICATIONS

QS delivers first. Resource exploration, naviga-
tion, and scientific research are already seeing 
traction. On the defense side, magnetometers 
offer near-term capabilities but physics limits their 
reach, favoring defensive applications. Quantum 
PNT represents a credible path to jam- and 
spoof-resistant navigation.

In QComm, broad impact depends on end-to-end 
quantum networks; near-term activity will remain 
limited to specialized pilots while PQC drives real 
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migration. If fast quantum-computing scenarios 
materialize, then cryptographic timelines will 
compress, making all three quantum domains 
strategically urgent. States will need to deploy 

PQC rapidly, introduce QS pilots where they 
reduce operational risks, and sustain research 
on the technologies that enable true quantum 
networks.

TABLE 3  ​PQC VS. QKD

PQC QKD

Advantages Software deployable; hardware 
agnostic; designed to resist 
classical and quantum attacks; 
fits existing networks.

Detects eavesdropping on key exchange in 
principle; true quantum network could provide 
complete information security.

Drawbacks Requires widespread migration 
across networks.

Today’s deployments are short-range and rely on 
trusted nodes; classical surfaces remain attack-
able; satellites extend range but add weather/
denial constraints; current systems have limited 
applicability.

Operational picture Deploy PQC broadly. Keep QKD specialized until repeater-class 
capabilities mature.
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4: GEOPOLITICS

The global quantum ecosystem is multipolar. 
While the United States and China are the two 
largest national players, the European Union as 
a whole is close behind (see figure 6). The UK, 
Japan, Australia, Canada, and other countries 
also have robust quantum ecosystems, includ-
ing university labs, talent, and componentry 
manufacturers.

To generalize, leadership is split by domain. The 
United States leads in QC. China is meaningfully 
ahead in QComm. QS leadership is distributed 
across the US, Europe, and China. That distribu-
tion shows up in top-cited papers, in developer 
ecosystems, and in the staffs of standards bodies.

The US quantum ecosystem is undoubtedly 
deep. Private capital, cloud access, and devel-
oper programs are strengths. IBM reports five 
hundred thousand–plus users on its platform.111 
Federal cryptography planning centers on PQC 
with a government migration target in 2035.112 
Current-generation QKD remains specialized and 
bounded by trusted nodes and classical control 
planes.

Yet no country, even the United States, is remotely 
self-sufficient. Europe and Japan anchor produc-
tion of critical components—dilution refrigerators, 
lasers/optics, single-photon detectors, cryoelec-
tronics. Supply chains are shallow and geograph-
ically diffuse. The US and allies have tightened 
access for People’s Republic of China (PRC) 
entities. China, meanwhile, is actively pursuing 
domestic substitution policies to achieve self-
reliance across quantum supply chains.

STRATEGIC CONTEXT

Quantum technologies map onto core state 
functions. QC affects cryptographic resilience 

and accelerates simulation and optimization 
for energy, materials, logistics, and defense. 
QComm aims at eavesdrop-resistant links, 
though today’s deployments rely on trusted 
nodes and depend on classical authentica-
tion and control systems, as well as free-space 
links that remain weather and denial prone. 
QS pushes precision in timekeeping, field 
sensing, and inertial navigation, enabling jam/
spoof-resistant PNT, subsurface mapping, and 
intelligence, surveillance, and reconnaissance 
(ISR)–adjacent missions.

All three domains are dual-use and remain pre-
commercial in broad terms. That makes the com-
petition geopolitical first, commercial second.

NATIONAL APPROACHES

UNITED STATES

The United States operates an ecosystem-first 
model under the National Quantum Initiative 
(NQI), with the US National Institute of Standards 
and Technology (NIST), the National Science 
Foundation (NSF), the Department of Energy 
(DOE), the Department of War (DoW), and NASA 
sharing responsibility.113 The private sector is 
broad and deep, offering cloud access through 
Amazon Web Services (AWS), Azure, and Google, 
alongside open software development kits (SDKs) 
and large communities of developers.

In quantum computing, US and allied vendors 
lead many public benchmarks. Open-access 
programs and reproducible metrics have re
inforced a Western-oriented developer stack, with 
third-party labs and national facilities providing 
validation. The approach emphasizes breadth of 
institutions, depth of private capital, and the scale 
of developer access that IBM’s five hundred thou-
sand–plus figure represents.
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FIGURE 6  Estimated public and private funding for quantum technologies, in $US millions, 2020 to February 2025, 
including planned investments
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Federal cryptography planning centers on post- 
quantum cryptography, with a 2035 migration target 
for government systems.114 Current-generation 
QKD is not used for internal government commu-
nications as it is costly, complex to implement, and 
vulnerable to attack.115

The United States hosts around twenty compa-
nies developing quantum sensors at the cutting 
edge, many of which receive Defense Advanced 
Research Projects Agency (DARPA) funding. The 
US military has started testing quantum sensors 
for PNT in military exercises. However, the US lead 
in QS has narrowed considerably since 2022.116

CHINA

China’s approach is state directed and secu-
rity led, based on an assumption that quantum 
technologies could have “transformative” indus-
trial and geopolitical implications.117 Quantum 
decryption is a key concern. Peng Chengzhi, chief 
quantum scientist at China Telecom, has noted 
that advancing QC poses “severe challenges to 
information security.”118 China’s quantum invest-
ments have been most concentrated in long-haul 

QKD fiber, satellite QKD, and a small number 
of university-anchored hubs, notably Hefei. 
Corporate quantum labs at large tech firms have 
been folded into state universities, signaling con-
solidation around centralized research centers.119

China has built the largest terrestrial QKD net-
works and demonstrated long-baseline satellite 
links.120 The government,121 the military, and the 
financial sector122 are reported users. A com-
mercial system integrating QKD with PQC was 
announced in 2025.123 QKD’s practical use and 
security remain disputed today, as many architec-
tures still lean on trusted nodes and classical con-
trol planes that remain vulnerable. China leads in 
deployment scale. However, comparisons to allied 
capabilities are complicated because many allied 
agencies have deprioritized QKD for general-pur-
pose use in favor of PQC.

In quantum computing, public signals are mixed 
relative to US/UK/EU vendors. In 2020, Pan 
Jianwei, China’s most prominent quantum sci-
entist, asserted that “China as a whole stands on 
a level playing field with developed nations” in 
quantum computing.124 Chinese universities have 
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posted notable demonstrations, with Tsinghua 
University teams boasting that they are among the 
world’s best.125 However, vendor-grade systems 
trail Western leaders on several open metrics.126 
Publication and patent volume is high, though 
incentives and domestic citation density make 
raw counts noisy indicators of actual capability.127 
Some notable Chinese tech companies, including 
Baidu, have also scaled back investments in QC.128

China’s QS research extends across clocks, mag-
netometry, and cold-atom systems. There is less 
public evidence of China deploying QS in the field 
than QComm. According to Pan, China “still lags 
behind developed nations to some extent” in QS 
but is advancing rapidly.129 QS is clearly a prior-
ity, since it fits into China’s stated priorities for 
defense modernization.130

In conclusion, China’s overall strategy appears to 
hedge multiple approaches: deploy QKD where 
feasible; pursue PQC in parallel; build indigenous 
supply chains for cryogenics, optics, and detec-
tors; and concentrate talent and equipment in a 
few state-backed hubs.131

ALLIES AND PARTNERS

Allied countries (EU, UK, Japan, Australia, and 
Canada) have national programs, university 
spinouts, and companies that lead or remain 
competitive in key functions across the quantum 
ecosystem. Europe and Japan anchor component 
depth across dilution refrigerators, high-power/
low-noise lasers, precision optics, single-photon 
detectors, and cryoelectronics.132 The UK and 
EU are home to leading QS firms and test beds. 
Japan’s optics and laser ecosystem is pivotal 
across all quantum modalities. European vendors 
lead in several subdomains of QC.133 There have 
been several QKD pilots across Europe and Japan. 
Europe leads in several forms of QS, as we have 
seen, including commercial cold-atom gravimetry 
and gravity-gradiometry lineages. The UK and EU 
have visible defense-relevant navigation trials, 

and Australia is a key partner for quantum-enabled 
PNT. Allied governments also have strong rep-
resentation in international quantum standard-
setting bodies. They therefore have significant 
influence over emerging technical norms.

RESEARCH LANDSCAPE

Patterns in the most-cited quantum scientific 
literature broadly align with these visible deploy-
ment patterns. Bluntly stated, the US leads in QC, 
China leads in QComm, and QS leadership is split 
among the US, the EU, and China.

China has overtaken the US in total STEM pub-
lications,134 but evaluating the quality of these 
publications is more challenging, as even leading 
Chinese scientists admit (see figure 7).135 China’s 
government offers incentives for scientists to pub-
lish.136 It has historically rewarded sheer volume 
of publications, high-impact placements, and 
high-density citation of other PRC scholars.137 
Retraction data for PRC scientists are well above 
global averages.138 For quantum specifically, the 
best signal of China’s research strength is its 
scholars’ representation in top quantum journals 
(see figures 8–10).

Patent data are similarly hard to parse. PRC sci-
entists apply for more patents; US scientists 
are more likely to win them.139 Leading Western 
patent holders include IBM, Google, D-Wave, and 
Microsoft.140 Patent charts indicate intent and 
investment levels but are not direct measures of 
technical performance or commercial viability.

What is clear from maps of global research col-
laboration networks is that US-China cooperation 
on quantum is deep and wide-ranging across 
QC, QComm, and QS.141 As Washington grows 
more skeptical of research cooperation, China’s 
labs are shifting toward collaborations with other 
leading countries. This transition matters for rep-
lication quality, shared datasets, and access to 
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specialized hardware. It may advantage the labs of 
US allies over US labs. It may also improve China’s 
ability to extract Western intellectual property—
and create hidden networks of dependency within 
Western quantum supply chains.

FIGURE 7  Nature Index Adjusted Share metric for publications in science journals (in thousands)
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FIGURE 8  Share of top 10 percent most-cited papers by country/region, 2019–2023

0%

10%

20%

30%

40%

Quantum computing Quantum 
communications

Quantum sensing

United States China European Union Canada
Japan United Kingdom Other

PRIVATE-SECTOR AND 
CAPITAL MARKETS

The market for quantum products and services is 
highly geographically diverse (see table 4). The EU 
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hosts the largest cluster of pure-play quantum firms. 
These include hardware startups, full-stack ven-
dors, and control-electronics and software compa-
nies. The United States follows closely behind in the 
number of pure-play quantum companies.142 The 
UK, Canada, Germany, and France all have sizable 
company counts and visible university spinout pipe-
lines. China’s private sector has a smaller footprint 

in quantum. Most cutting-edge quantum research 
in China appears to take place in state laboratories 
and a handful of universities, despite efforts by 
leading scholars to cooperate with private firms.143

FIGURE 9  Share of quantum computing publications by region (2019–2023)
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FIGURE 10  Share of quantum communications publications by region (2019–2023)
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The picture grows even more complex when one 
considers the funding structure. The US quantum 
ecosystem depends heavily on venture capital 
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funding (see figure 11). In boom times this can be 
a blessing, though it raises risks if market sen-
timent sours. Europe’s venture base is thinner, 
but government-backed research programs and 
national labs help bridge funding gaps. Much of 
Europe’s best quantum research happens within 
universities. In China, state-directed funds144 and 
municipal programs underwrite university labs 
and selected vendors.145 State-owned telecom 
companies such as China Telecom have also 
invested in QComm.

TABLE 4  ​QUANTUM TECHNOLOGY PURE-PLAY JOB OPENINGS AND WORKERS BY REGION, 2024

Region Openings Workers

Europe and Central Asia 1,341 7,366

North America 1,089 5,551

East Asia and Pacific 139 828

Middle East and North Africa 60 491

South Asia 18 264

Latin America and Caribbean 1 17

FIGURE 11  Venture funding for quantum technology companies, in $US millions
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Even within countries, leading quantum com-
panies are highly geographically distributed. 
For classical computing, leading companies 
are overwhelmingly headquartered in Silicon 
Valley, with a few exceptions in Seattle. Cities 
such as New York and Austin serve as secondary 
hubs. By contrast, the North American quan-
tum scene has hubs in the Chicago-Midwest 
corridor, Boston-Cambridge, Silicon Valley, 
Boulder-Denver, the Maryland-DC belt, New 
York, Los Angeles, and the Waterloo-Toronto 
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and Vancouver corridors.146 In Europe, there 
are major supplier and lab ecosystems in 
Zurich, Munich, Paris-Saclay, the Delft-Leiden-
Amsterdam triangle, Oxford-Cambridge, Bristol-
London, Vienna-Innsbruck, Helsinki-Espoo, and 
Berlin-Potsdam. In China, capability is notably 
concentrated in Hefei.

FIGURE 12  Number of master’s degrees with “quantum” in the degree title, by country/region (2024)
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There are several reasons for this broader geo-
graphic dispersion. Quantum research grew out 
of university physics departments and national 
labs worldwide, rather than from a single commer-
cial breakthrough that created clustering effects 
as the semiconductor industry did in California. 
Most countries with advanced research capabil-
ities have national quantum programs, spreading 
talent across many locations. Exotic hardware 
requirements mean specialized suppliers devel-
oped wherever there was existing expertise. 
Finally, unlike software/internet companies that 
can locate anywhere, quantum research requires 
expensive lab infrastructure that is anchored to 
established universities and national research 
facilities.

TALENT DYNAMICS

The United States benefits from the scale and 
diversity of its STEM base plus private-sector 
career paths. Yet the US quantum ecosystem 
is highly dependent on foreign-born talent.147

China’s specialist pool has historically been 
smaller.148 The quality spread is wide: A few 
flagship groups perform at the frontier while many 
labs remain at an earlier stage. Concentration 
in Hefei and select hubs accelerates training 
but creates single-point exposure to disruption. 
China’s leading quantum experts are keenly aware 
of these problems.149 Beijing has signaled a deter-
mination to improve the breadth and depth of the 
nation’s quantum talent pool.150

Europe trains and employs a large, steady flow 
of quantum-relevant graduates and hosts more 
than forty specialized master’s programs (see 
figure 12).151 The UK, Japan, Australia, and Canada 
operate top laboratories in atomic, molecular, and 
optical (AMO) physics, photonics, and control 
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electronics. The allied system serves as the nat-
ural destination for coadvised degrees, shared 
facilities, and developer-to-research pipelines.

The global quantum talent pool is small and 
highly mobile. The center of gravity within sub-
fields can shift quickly with visa rules, grant flows, 
export controls, and other incentives. Today, US 
immigration and student visa policies drive away 
talent. For example, International Traffic in Arms 
Regulations (ITAR) and Export Administration 
Regulations (EAR) are two sets of US export-con-
trol laws that restrict firms working on US gov-
ernment contracts from hiring certain (or any) 
foreign nationals. If US visa regulations grow even 
more restrictive, it is entirely possible that the 
next generation of promising quantum startups 
will originate in countries such as Singapore and 
Switzerland.152

STANDARD-SETTING

Standards development is another underappre-
ciated area of geopolitical competition. A critical 
lesson from classical computing history is that 
sustainable dominance requires vertical integra-
tion of the entire technology stack. NVIDIA has 
achieved a dominant position in advanced graph-
ics processing unit chips (GPUs) partly because 
the developer ecosystem is locked into its propri-
etary CUDA application programming interface. 
Leadership in quantum computing will ultimately 
require excellence beyond the physical qubit 
layer, including in error correction firmware, con-
trol software, programming languages, and appli-
cation frameworks.

US companies are currently well-positioned. 
The Microsoft-backed QIR initiative is becoming 
the de facto intermediate representation stan-
dard.153 US cloud providers are hoping to apply 
this lesson by integrating quantum services into 
existing infrastructure. China’s strategy of massive 
state-directed hardware investment may therefore 

achieve technical parity or even temporary supe-
riority in specific metrics—but it could also fail 
because China’s ecosystem of developer tools, 
programming frameworks, cloud platforms, and 
industry partnerships falls behind. This is a key 
reason why standard-setting matters.

Standard-setting for PQC is relatively far advanced. 
The US government’s timeline for PQC sets 
expectations for vendors, integrators, and public 
agencies globally. The quantum computing indus-
try is beginning to agree on common program-
ming languages and standards that allow different 
types of quantum hardware and software to work 
together.

Standards for QComm and QS are more frag-
mented. QKD protocols and implementations 
span fiber and free-space approaches with dif-
ferent authentication layers and key-management 
schemes. Sensing standards remain in an early 
stage. Metrology bodies and national labs define 
traceability and calibration for their own clocks, 
gravimeters, magnetometers, and inertial sys-
tems. Commercial lineages in gravimetry and 
diamond-based microscopy are pushing interop-
erability and data-format conventions from the 
bottom up. Defense and space programs add 
environmental and ruggedization specifications 
that filter back to civilian suppliers. There are 
various international working groups trying to 
advance these standards, but they are not yet  
far along.

THE ALGORITHM PROBLEM 
AND ALLIED STRATEGY

A distinctive feature of quantum computing is that 
the field’s ultimate strategic significance depends 
on algorithmic discoveries that have not yet been 
made. If the algorithm problem remains largely 
unsolved, even fault-tolerant machines may have 
limited impact outside quantum simulation and 
cryptography. But if US researchers identify new 



HOOVER INSTITUTION  U  STANFORD UNIVERSITY    33

algorithms with exponential speedups that apply 
to commercially or militarily significant problems, 
China and US-allied countries could suddenly find 
themselves in a sprint to scale up the necessary 
hardware.

This uncertainty has important implications for 
allied coordination. Most likely, algorithmic dis-
coveries will diffuse rapidly. The quantum algo-
rithm research community is small, internationally 
networked, and rooted in academic norms of 
open publication. Attempting to classify algorith-
mic breakthroughs would require a dramatic shift 
in research culture and would likely fail regardless 
because the relevant researchers are globally 
mobile. The realistic assumption is that any signif-
icant algorithmic breakthrough becomes globally 
known within months to years.

However, the likely speed of diffusion is not 
symmetrical. If China achieves an algorithmic 
breakthrough in a military-backed lab, its dis-
covery is more likely to be kept secret than if 
the same breakthrough takes place at Stanford 
or Cambridge. Even when results are published, 
diffusion can also take time. The scientists and 
engineers who discover new techniques often 
have tacit knowledge about how to implement, 
optimize, and apply their ideas. This unwritten 
knowledge can take more time to transfer than 
headline findings.

The allies’ best strategy is therefore to maximize 
the chances that breakthroughs happen inside 
allied institutions first, and prepare to respond 
with decisive and coordinated state support when 
necessary. This is yet another reason to coordi-
nate policy on talent retention, visa policy, and 
funding for basic research at universities and 
national labs.

Precisely because algorithmic breakthroughs 
are likely to diffuse as global public knowledge, 
the most durable sources of strategic leverage 

lie elsewhere: in hardware supply chains, plat-
form standards, and the geographic distribution 
of enabling technologies. Allied coordination 
should focus on areas where advantage can be 
sustained. China is hedging in ways that suggest 
Beijing understands this logic. Today, all quan-
tum computing progress globally is bottlenecked 
by the shortage of effective algorithms. China is 
building out quantum hardware infrastructure now 
to position itself to exploit any algorithmic break-
through faster than its competitors—whether that 
breakthrough emerges from domestic labs, from 
open scientific literature, or from a foreign lab that 
China can target with espionage.

SUPPLY CHAINS AND CONTROLS

Quantum hardware depends on shallow, geo-
graphically concentrated supply chains. Ultracold 
refrigerators are essential for most quantum com-
puters. Specialized light detectors enable quan-
tum communication and sensing. High-precision 
lasers control trapped ion and neutral atom sys-
tems. Without these components, progress stops. 
Additional critical parts include amplifiers that 
work at extreme cold, control chips designed for 
cryogenic operation, and specialized manufactur-
ing tools. Many of these components come from 
just a handful of suppliers worldwide.154 Between 
single-source suppliers, long lead times, and spe-
cialized service requirements, the quantum eco-
system faces extraordinary vulnerabilities.

Geography concentrates risk and opportunity. 
Europe and Japan anchor many component cate-
gories, notably optical and photonic components, 
single-photon detection, and cryogenic infrastruc-
ture. The United States overlaps several of these 
categories, too, in addition to quantum control 
and error correction, some substrate materials, 
and system integration. China excels in low-cost 
commercial electronics and optics but has histor-
ically depended on US-allied suppliers for several 
quantum-specific components. It is the dominant 
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TABLE 5  ​QUANTUM HARDWARE COMPONENTS SUPPLY CHAIN

Select components Use Key suppliers

Quantum control and error correction

ASICs/FPGAs for real-time 
decoding

Low-latency decoding of error 
syndromes and feedback con-
trol so correction keeps up with 
cycle time

Riverlane (Cambridge, UK); AMD/Xilinx 
(San Jose, US); Altera (Santa Clara, US)

Quantum control & readout 
electronics 

Generating/routing control 
pulses and acquiring readout 
signals; synchronizing timing; 
supporting feedback loops

Quantum Machines (Tel Aviv, 
Israel); Zurich Instruments (Zurich, 
Switzerland); Qblox (Delft, Netherlands)

Precision lasers Narrow-line-width, frequency-
stabilized lasers for cooling, 
trapping, and gates

TOPTICA Photonics (Gräfelfing, 
Germany); NKT Photonics (Birkerød, 
Denmark); Coherent (Santa Clara, US); 
Precilasers (Shanghai, China)

Laser diodes Semiconductor laser diodes for 
cooling/trapping, pumping, and 
control wavelengths 

Nichia (Anan, Japan); ams OSRAM 
(Regensburg, Germany); TOPTICA 
Photonics (Gräfelfing, Germany)

Cryogenic microwave  
low-noise amplifiers

Amplifying weak microwave read-
out signals at cryogenic stages 
with minimal added noise

Low Noise Factory (Gothenburg, 
Sweden); QuinStar (Torrance, US)

Optical and photonic components

Spatial light modulators 
(SLMs)

Shaping laser beams to trap and 
address individual atom qubits

Hamamatsu Photonics (Hamamatsu 
City, Japan); HOLOEYE Photonics 
(Berlin, Germany); Meadowlark Optics 
(Frederick, US)

Electro-optic modulators 
(EOMs)

Fast phase/intensity/polariza-
tion modulation for laser-based 
qubit control

Thorlabs (Newton, US); Exail (Saint-
Germain-en-Laye, France); EOSPACE 
(Redmond, US); QUBIG GmbH (Munich, 
Germany)

Acousto-optic devices 
(AOMs/AODs)

Fast frequency shifting, switch-
ing, and beam deflection for 
atom/ion operations

Gooch & Housego (Ilminster, UK); 
Brimrose (Sparks, US); AA Opto-
Electronic (Orsay, France); Isomet 
(Manassas, US)

processor of some substrate materials, such as 
niobium. Israel is among the leading producers 
of control electronics. Unlike the artificial intelli-
gence supply chain, quantum hardware is more 
geographically distributed, there are significantly 
more players as modalities are not standardized, 
and supply chains are shallow (see table 5).

The general trend is toward tightening export con-
trols. US measures have added Chinese quantum 

entities to restricted lists.155 Coordination with 
allies has increased, with security partnerships 
identifying quantum technologies—especially 
PNT—for joint experimentation.156 Within allied 
circles, early measures to ease dual-use collab-
oration coexist with tighter controls on sensitive 
subsystems.157 Announcements have generally 
outpaced joint funding and shared deliverables, 
while component geography continues to deter-
mine practical outcomes. However, given that 
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TABLE 5  (Continued)

Select components Use Key suppliers

Nanophotonics Subwavelength photonic circuits imec (Leuven, Belgium); SMART 
Photonics (Eindhoven, Netherlands); 
LIGENTEC (Switzerland/France);  
AIM Photonics (Albany, US)

Single-photon detection

Superconducting nanowire 
single-photon detectors 
(SNSPDs)

Cryogenic single-photon 
detection 

ID Quantique (Geneva, Switzerland); 
Photon Spot (Monrovia, US); Single 
Quantum (Delft, Netherlands)

Electron-multiplying 
charge-coupled devices 
(EMCCDs)

Low-light imaging for trapped 
ion/neutral atom fluorescence 
readout

Teledyne Princeton Instruments 
(Trenton, US); Nüvü Camēras 
(Montreal, Canada); Oxford Instruments 
(Abingdon, UK)

Single-photon counting 
modules (SPCMs) and ava-
lanche diodes (SPADs)

Compact photon counting; 
sometimes array readout

Excelitas (Waltham, US); Hamamatsu 
(Hamamatsu City, Japan); Photon 
Force (Edinburgh, UK)

Cryogenic and vacuum infrastructure

Dilution refrigerators Cooling quantum processors  
to <20 mK

Bluefors (Helsinki, Finland); Quantum 
Design (San Diego, US); FormFactor 
(Livermore, US); Leiden Cryogenics 
(Leiden, Netherlands)

Cryocoolers and 
compressors

Precooling stages (3–4 K) and 
cryocooler infrastructure

SHI Cryogenics (Japan/US); Bluefors 
(Helsinki, Finland)

Ultra-high vacuum (UHV) 
chambers

Vacuum enclosures isolating 
trapped ions and neutral atoms

ULVAC (Chigasaki, Japan); Kurt J. 
Lesker (Jefferson Hills, US); Kimball 
Physics (Wilton, US)

Fabrication equipment

Lithography tools Optical and e-beam nanopat-
terning of quantum processor 
chips

ASML (Veldhoven, Netherlands); Canon 
(Tokyo, Japan); Raith (Dortmund, 
Germany); JEOL (Tokyo, Japan)

Substrate and strategic materials

Sapphire substrates Low-loss substrates for super-
conducting circuits 

Crystal Systems (Salem, US); Kyocera 
(Kyoto, Japan); Rubicon Technology 
(Bensenville, US)

Isotopically enriched 
silicon-28

Nuclear-spin-free silicon to 
extend coherence of spin qubits

ASP Isotopes (Washington, DC, US; 
enrichment facilities in South Africa); 
Urenco Stable Isotopes (Almelo, 
Netherlands)

Niobium Superconducting material used 
in resonators, in cavities, and as 
targets for deposition

CBMM (Araxá, Brazil); Niobec/Magris 
(Saint-Honoré, Canada); Chinese 
processors

Helium-3 Active cooling medium in 
dilution refrigerators

DOE Isotope Program (US); Linde 
(global); Air Liquide (Paris, France)
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quantum hardware supply chains remain highly 
diffuse and immature, current restrictions on 
technology transfer will do little to stifle Chinese 
advances. Having learned its lesson from the race 
in artificial intelligence, China is responding by 
making quantum self-sufficiency a national priority.

The overall picture is of an emerging industry with 
obvious dual-use significance that is dependent 
on brittle and poorly mapped supply chains.

CONCLUSION

We are still in the early days of quantum tech-
nology. The physics is established for quantum 
computing, sensing, and communications. But the 
engineering is still being worked out for each, and 
the clocks are not necessarily synchronized.

We have taken a historical perspective in this 
report because policymakers must understand 
how quantum differs fundamentally from classical 
computing. Given the blazing progress on key 
benchmarks of quantum computing, it is tempting 
to draw analogies to Moore’s law and classical 
computing—tempting, but incorrect. Classical 
computing improved steadily along one path: 
smaller, faster chips. Quantum computing needs 
multiple technologies to advance simultaneously: 
better qubits, improved error correction, and 
sophisticated control systems.

The need for continued progress along multiple 
dimensions makes the timeline for quantum com-
mercialization harder to predict. Classical com-
puting has run on silicon for three-quarters of a 
century, but quantum remains fragmented across 
superconducting circuits, neutral atoms, trapped 
ions, electron spins, and photonics—with no clear 
winner. Quantum requires exotic infrastructure 
from day one. Because of the diverse hardware 
and software tools involved, and the ambiguity of 
key metrics, tracking the horse race in quantum is 

not straightforward. Unlike with classical comput-
ing in the 1960s, the quantum stack is hardware 
heavy from the start and dual-use by default.

The development pattern also differs in several 
ways. First, standards: In classical computing, 
standards emerged after mass markets devel-
oped. In quantum, technical norms are hardening 
around laboratory interoperability before any 
consumer applications exist. Second, uncertainty 
about use cases: We remain fundamentally uncer-
tain about what problems quantum computers 
will ultimately be able to solve. The shortage of 
useful algorithms is distinct from the engineering 
challenge of scaling up fault-tolerant quantum 
computers. It is another reason for allied govern-
ments to focus on supporting basic research, not 
just hardware supply chains. Third, “harvest-now, 
decrypt-later” dynamics: Encrypted data stolen 
today could become readable retroactively once 
quantum computers mature. This risk raises the 
stakes of the competition to develop large-scale 
QC first.

Surveying the field in historical perspective, four 
main themes stand out about emerging technical 
trends:

1.	 Feedback loops are reinforcing.  The three 
main quantum technology groups are dis-
tinct, but they are not completely siloed. All 
three domains rely upon highly coherent 
quantum systems and sophisticated classical 
control hardware. This technological overlap 
means that advances in any one domain can 
accelerate progress in the others, creating 
compounding benefits from sustained invest-
ment across the full quantum ecosystem.

2.	 Technical bottlenecks are shared across 
domains.  Today, control electronics con-
strain progress across all three quantum 
technology groups. Improvements in certain 
components could benefit the entire stack.



HOOVER INSTITUTION  U  STANFORD UNIVERSITY    37

3.	 Platforms and settings matter.  Cloud-based 
quantum access is already shaping developer 
adoption patterns and technical standards. 
Platform choices made today will influence 
technical standards and alliance structures, 
shaping the competitive ecosystem for years 
or decades.

4.	 AI and quantum are converging.  AI and 
quantum computing are in a sense com-
peting to perform certain functions. With 
AI improving rapidly, the bar is rising for 
quantum computers to stand on their own as 
viable commercial products. However, from 
a long-term perspective, the two technolo-
gies have immense potential for synergy.

On the geopolitical level, we draw three main 
conclusions:

1.	 No one nation will control the full stack.   
The United States is strong in computing 
platforms and developer ecosystems. China 
leads in large-scale QKD deployments. 
Europe and Japan lead in production of key 
components, including refrigerators, pre-
cision lasers, and single-photon detectors. 
As quantum technology becomes more 
geopolitically significant, the US will need 
help from allies to build out and sustain its 
quantum technology ecosystem. There is an 
intrinsic tension between this goal, the need 
to protect dual-use technologies, and allies’ 
desire for tech sovereignty.

2.	 There are bottlenecks in hardware and 
software.  Many critical parts come from a 

handful of allied suppliers. Lead times for 
some parts are long and variable. Control 
hardware is growing more sophisticated and 
embedded with software. In this context, the 
lesson of semiconductors is that progress 
toward fault-tolerant quantum computing 
may depend as much on secure access to 
dilution refrigerators as on qubit physics. The 
US and allied governments must start taking 
supply chain risks seriously, starting by map-
ping bottlenecks in China.

3.	 Integrated research networks remain the 
center of gravity.  Quantum is coming of 
age in the era of cloud computing. The 
global research ecosystem is highly con-
nected and geographically dispersed, with 
top labs, talent, and components spanning 
the US, Europe, Japan, Canada, Australia, 
China, and other nations. Multipolarity is a 
structural feature of the ecosystem. Thus, 
despite the United States’ advantages in its 
startup ecosystem and capital market, it is 
not currently prepared to dictate or domi-
nate the quantum ecosystem as it does in AI.

Ultimately, the race for quantum advantage will 
not be defined by a single breakthrough but by 
the ability to sustain innovation across this dif-
fuse, multipolar landscape. For US policymakers, 
the task is not to replicate a closed, vertical 
model of dominance but to orchestrate a resil-
ient alliance network that can weather technical 
uncertainty.
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APPENDIX: A GUIDE TO LEADING QUBIT MODALITIES

Quantum computers encode information in 
qubits, the quantum equivalent of the classical bit. 
Unlike classical bits, which are always either 0 or 
1, qubits can exist in combinations of both states 
simultaneously—a property called superposition. 
Several fundamentally different physical systems 
can serve as qubits, each with distinct advantages 
and limitations. This appendix summarizes the 
leading approaches.

A note on cooling: Nearly all quantum computers 
require extreme environmental control to protect 
fragile quantum states from thermal noise. Some 
modalities use cryogenic refrigeration (dilution 
refrigerators that reach temperatures colder than 
outer space), while others use precision laser 
techniques to slow atoms to near motionlessness. 
These are very different engineering requirements 
with different costs and infrastructure implica-
tions, even though both achieve “cold” qubits. 
The distinctions are noted for each modality 
below.

SUPERCONDUCTING QUBITS

Status: Most mature and widely deployed 
modality

Key players: Google, IBM, Rigetti, IQM, Qolab, 
QuantWare, Nord Quantique, Oxford Quantum 
Circuits

Superconducting qubits use electrical circuits 
made from materials that conduct electricity with 
zero resistance when cooled to extreme tem-
peratures. They are fabricated using techniques 
adapted from the semiconductor industry, making 
them relatively straightforward to manufacture. 
Within this category, transmon qubits dominate. 
Quantum gate operations on superconducting 
qubits are very fast—typically completing in tens 

of nanoseconds—and the control techniques are 
well understood after more than two decades of 
development.

The principal limitation is that these qubits lose 
their quantum information quickly (short coher-
ence times), which means computations must 
be completed rapidly or protected by error 
correction. They also require dilution refriger-
ators that cool the processor to approximately 
15 millikelvin—roughly two hundred times colder 
than outer space—which creates significant infra-
structure requirements. Scaling beyond a few 
hundred qubits remains challenging due to wiring 
density, the physical size and cooling require-
ments of refrigeration systems, and the overhead 
of quantum error correction.

CAT QUBITS

Status: Early stage; promising but unproven  
at scale

Key players: Alice & Bob, AWS

Cat qubits are a specialized type of supercon-
ducting qubit—they use the same cryogenic plat-
form and fabrication ecosystem. The name comes 
from Schrödinger’s cat, the famous thought exper-
iment about quantum uncertainty, because these 
qubits store information in electromagnetic field 
states that simultaneously occupy two distinct 
configurations.

Their key innovation is that they are engineered 
so that one of the two main types of quantum 
error (bit-flip errors) is exponentially suppressed 
by design. This means that error correction only 
needs to handle the remaining error type (phase-
flip errors), which could dramatically reduce the 
number of physical qubits needed per logical 
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qubit—potentially by an order of magnitude com-
pared to standard superconducting approaches. 
However, cat qubits are at an earlier stage of 
development than conventional transmon qubits, 
and significant fabrication and engineering chal-
lenges remain before this theoretical advantage 
can be realized in practice.

SPIN QUBITS

Status: Mid-stage research; strong long-term 
manufacturing case

Key players: Intel, CEA-Leti, Quantum Motion, 
Diraq, Groove Quantum, Quobly, Silicon Quantum 
Computing

Spin qubits encode quantum information in the 
magnetic spin of individual electrons trapped in 
semiconductor structures. Their most compel-
ling advantage for policymakers is compatibility 
with existing complementary metal oxide semi-
conductor (CMOS) manufacturing—the same 
industrial processes used to make classical 
computer chips. If spin qubits can be made to 
work reliably, they could potentially be produced 
at scale in existing fabrication facilities, dramat-
ically reducing production costs and enabling 
very-high-density qubit arrays. Each qubit is 
also extremely small, on the order of tens of 
nanometers.

Spin qubits operate at cryogenic temperatures, 
typically in the range of tens of millikelvin to 
around 1 Kelvin depending on the specific 
implementation—cold, but some variants oper-
ate at significantly warmer temperatures than 
superconducting qubits. The main challenges 
are that individual electron spins are extremely 
delicate and difficult to control precisely, coher-
ence times are relatively short, and achieving 
reliable two-qubit operations remains an active 
area of research.

TRAPPED ION QUBITS

Status: Mature; highest demonstrated gate 
fidelities

Key players: IonQ, Quantinuum, Universal 
Quantum

Trapped ion systems use individual charged 
atoms (ions) suspended in a vacuum by elec-
tromagnetic fields. The ions are cooled to near 
their quantum ground state using precisely tuned 
lasers—a fundamentally different cooling mech-
anism from the dilution refrigerators used by 
superconducting and spin qubits. Some imple-
mentations do use cryogenic vacuum chambers 
to improve vacuum quality and reduce interfer-
ence from background gas molecules, but the 
qubit cooling itself is achieved optically.

Trapped ions offer the longest coherence times and 
the lowest error rates of any current qubit technol-
ogy, making them a strong platform for near-term 
demonstrations of quantum advantage. The prin-
cipal trade-off is speed: Gate operations are sig-
nificantly slower than in superconducting systems, 
typically taking microseconds rather than nanosec-
onds. Scaling is also challenging. As the number 
of ions in a single trap increases, controlling their 
collective motion becomes progressively harder. 
Most current architectures experience performance 
degradation beyond roughly fifty to one hundred 
ions, though modular approaches that shuttle ions 
between connected trap zones are being devel-
oped to overcome this limit.

NEUTRAL ATOM QUBITS

Status: Rapidly advancing; strong scalability 
demonstrations

Key players: QuEra, Pasqal, Atom Computing, 
Infleqtion, Google



40    FREYMANN ET AL.  U  THE QUANTUM REVOLUTION 

Neutral atom qubits use uncharged atoms held 
in place by tightly focused laser beams (known 
as optical tweezers) and manipulated via their 
electronic states. Like trapped ions, they are laser 
cooled rather than cryogenically refrigerated, 
which simplifies some infrastructure require-
ments. Quantum interactions between atoms are 
induced by briefly exciting them to high-energy 
“Rydberg states,” allowing programmable, long-
range connections between qubits.

This modality offers particularly promising scal-
ability. Current systems have demonstrated 
arrays of several hundred atoms—already 
competitive with the largest superconducting 
processors—and the architecture naturally 
supports dense two- and three-dimensional 
arrangements. The principal trade-off is gate 
speed, which is slower than superconducting 
systems, and achieving uniformly high-fidelity 
operations across large arrays remains an active 
engineering challenge.

PHOTONIC QUBITS

Status: Mid-stage research; unique architectural 
advantages, major technical hurdles

Key players: Xanadu, PsiQuantum, Orca

Photonic quantum computers encode information 
in individual particles of light (photons). They are 
attractive because they can operate at or near 
room temperature and could potentially integrate 
with existing fiber-optic telecommunications infra-
structure, offering a natural pathway to networked 
quantum computing.

The core challenge is that photons do not nat-
urally interact with each other, which makes 

two-qubit gate operations—essential for univer-
sal quantum computation—extremely difficult to 
implement reliably. Current approaches rely on 
measurement-based schemes that are inherently 
probabilistic, meaning gates only succeed a frac-
tion of the time. Reliable single-photon generation 
and detection at the rates required for computa-
tion also remain significant engineering obstacles. 
However, if these challenges can be overcome, 
photonic systems could offer distinctive advan-
tages in networking and modularity.

TOPOLOGICAL QUBITS

Status: Earliest stage; potentially transformative 
but experimentally unproven

Key players: Microsoft

Topological qubits aim to encode quantum infor-
mation in collective properties of exotic quantum 
states that are inherently protected from local 
disturbances—much as a knot in a rope cannot 
be undone by jostling the middle of the rope. 
This built-in protection could make them far more 
resistant to errors than any other qubit type, 
potentially reducing the overhead of quantum 
error correction by orders of magnitude.

Microsoft announced progress in 2025 with a 
chip based on Majorana-type particles, shifting 
the conversation from purely theoretical to early 
experimental demonstrations. However, the scien-
tific community remains divided on timelines, and 
the gap between demonstrating the underlying 
physics and building a working, scalable quantum 
computer using this approach is substantial. If the 
approach succeeds, it could be transformative; 
the risk is that it may take significantly longer than 
competing modalities to reach practical utility.
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